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lwIP Directory Hierarchy

lwlIP Directories
This directory hierarchy is sorted roughly, but noipletely, alphabetically:




IwlIP Data Structure Index

lwlP Data Structures
Here are the data structures with brief descrijtion
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IwIP File Index

IwIP File List

Here is a list of all documented files with briefsgriptions:
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IwIP Related Pages

Here is a list of all related documentation pagedolList






lwIP Directory Documentation

C./OPENSOURCE/LwIP/src/api/ Directory Reference

Files

file api_lib.c
file api_msg.c
file err.c

file netifapi.c
file sockets.c
file tcpip.c

C:/ Directory Reference

Directories
e directoryOPENSOURCE

C:/OPENSOURCE/LwIP/src/corel/ Directory Reference

Directories

» directoryipv4
» directoryipv6b
e directorysnmp

Files

file dhcp.c
file inet.c
file inet6.c
file mem.c
file memp.c
file netif.c
file pbuf.c
file raw.c
file stats.c
file sys.c
file tep.c
file tep_in.c
file tcp_out.c
file udp.c



C:./OPENSOURCE/LwIP/src/include/ Directory Reference

Directories

directoryipv4
directoryipv6é
directorylwip
directorynetif

C:./OPENSOURCE/LwIP/src/includel/ipv4/ Directory Reference

Directories
directorylwip

C:./OPENSOURCE/LwIP/src/corelipv4/ Directory Reference

Files

file autoip.c
file icmp.c
file igmp.c
file ip.c

file ip_addr.c
file ip_frag.c

C:/OPENSOURCE/LwIP/src/includel/ipv6/ Directory Reference

Directories
directorylwip

C:./OPENSOURCE/LwIP/src/corelipv6/ Directory Reference

Files
file icmp6.c
file ip6.c
file ip6_addr.c

C:/OPENSOURCE/LwIP/src/include/lwip/ Directory Reference

Files
file api.h
file api_msg.h
file arch.h
file debug.h



file def.h

file dhcp.h

file err.h

file mem.h

file memp.h

file netif.h

file netifapi.h
file opt.h

file pbuf.h

file raw.h

file sio.h

file snmp.h

file snmp_asnl.h
file snmp_msg.h
file snmp_structs.h
file sockets.h
file stats.h

file sys.h

file tep.h

file tepip.h

file udp.h

C:./OPENSOURCE/LwIP/src/include/ipv6/lwip/ Directory Reference

Files

file icmp.h
file inet.h

file ip.h

file ip_addr.h

C:./OPENSOURCE/LwIP/src/includel/ipv4/lwip/ Directory Reference

Files

file autoip.h
file icmp.h
file igmp.h
file inet.h

file ip.h

file ip_addr.h
file ip_frag.h

C./OPENSOURCE/LwWIP/ Directory Reference

Directories
» directorysrc



C./OPENSOURCE/LwIP/src/netif/ Directory Reference

Directories
directoryppp

Files

file etharp.c
file ethernetif.c
file loopif.c

file dipif.c

C:/OPENSOURCE/LwIP/src/include/netif/ Directory Reference

Files

file etharp.h
file loopif.h
file dipif.h

C:./OPENSOURCE/ Directory Reference

Directories
directoryLwIP

C:./OPENSOURCE/LwWIP/src/netif/ppp/ Directory Reference

Files

file auth.c
file auth.h
file chap.c
file chap.h
file chpms.c
file chpms.h
file fsm.c
file fsm.h
file ipcp.c
file ipcp.h
file Icp.c
file Icp.h
file magic.c
file magic.h
file md5.c
file md5.h
file pap.c
file pap.h
file ppp.c



file ppp.h
file pppdebug.h

file randm.c
file randm.h
file vj.c

file vj.h

file vjbsdhdr.h

C./OPENSOURCE/LwIP/src/core/snmp/ Directory Reference

Files

file asnl_dec.c
file asnl_enc.c
file mib2.c

file mib_structs.c
file msg_in.c

file msg_out.c

C./OPENSOURCE/LwIP/src/ Directory Reference

Directories
directoryapi
directorycore
directoryinclude
directorynetif



lwIP Data Structure Documentation

dhcp_msg Struct Reference
#i ncl ude <dhcp. h>

Detailed Description

minimum set of fields of any DHCP message

The documentation for this struct was generateah ftee following file:
e C:/OPENSOURCE/LwIP/src/include/lwighcp.h



etharp_hdr Struct Reference
#i ncl ude <et harp. h>

Detailed Description

the ARP message

The documentation for this struct was generateah ftwe following file:
* C:/OPENSOURCE/LwIP/srcl/include/netif/etharp.h



etharp_q_entry Struct Reference
#i ncl ude <et harp. h>

Detailed Description

struct for queueing outgoing packets for unknowdresls defined here to be accessethbyp.h

The documentation for this struct was generateah ftwe following file:
* C:/OPENSOURCE/LwIP/srcl/include/netif/etharp.h



ethernetif Struct Reference

Detailed Description

Helper struct to hold private data used to opeyatg ethernet interface. Keeping the ethernet addoé
the MAC in this struct is not necessary as it isady kept in the struct netif. But this is onlyemmple,

anyway...

The documentation for this struct was generateuh ftee following file:
* C:/OPENSOURCE/LwIP/src/netdther netif.c
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mib_array _node Struct Reference
#i ncl ude <snnp_structs. h>

Detailed Description

derived node, points to a fixed size const arragutskidentifiers plus a 'child' pointer

The documentation for this struct was generateah ftwe following file:
* C:/OPENSOURCE/LwIP/src/include/lwigimp_structs.h

11



mib_external _node Struct Reference
#i ncl ude <snnp_structs. h>

Data Fields

e void * addr_inf

e U8 ttree levels

e ul6_t(*level_length )(void *addr_inf, u8_t level)

* 832 t(*ident_cmp )(void *addr_inf, u8_t level, ul6_tidx, s32_t sub_id)

e void(* get_object_def_q )(void *addr_inf, u8_t rid, u8_t ident_len, s32_t *ident)
» void(* get_object_def_a)(u8_trid, u8_tident_len, s32_t *ident, strobj_def *od)
» void(* get_object_def _pc)(u8_trid, u8_tident_len, s32_t *ident)

Detailed Description

derived node, has access functions for mib obfeekternal memory or device using 'tree_level"'&hd,
with a range 0 .I¢vel_length() - 1)

Field Documentation

void* mib_external_node::addr_inf

points to an extenal (in memory) record of some sbraddressing information, passed to and
interpreted by the funtions below

void(* mib_external_node::get_object_def_a)(u8_trid, u8 tident_len, s32_t *ident, struct obj_def
*od)
async Answers

void(* mib_external_node::get_object_def_pc)(u8_t rid, u8_t ident_len, s32_t *ident)
async Panic Close (agent returns error reply,used for external transaction cleanup)

void(* mib_external_node::get_object_def_q)(void *addr_inf, u8_t rid, u8_t ident_len, s32_t *ident)

async Questions

s32_t(* mib_external_node::ident_cmp)(void *addr_inf, u8_t level, ul6_tidx, s32_t sub_id)
compares object sub identifier with external idiretzero when equal, nonzero when unequal

ul6é_t(* mib_external_node::level_length)(void *addr_inf, u8_t level)
number of objects at this level

u8_t mib_external_node::tree_levels
tree levels under this node

12



The documentation for this struct was generateuh ftee following file:
e C:/OPENSOURCE/LwIP/src/include/lwigimp_structs.h
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mib_list_rootnode Struct Reference
#i ncl ude <snnp_structs. h>

Detailed Description

derived node, points to a doubly linked list of gdéntifiers plus a ‘child’ pointer

The documentation for this struct was generateah ftwe following file:
* C:/OPENSOURCE/LwIP/src/include/lwigimp_structs.h

14



mib_node Struct Reference
#i ncl ude <snnp_structs. h>

Data Fields

e void(* get_object_def )(u8_t ident_len, s32_t *ident, struathj def *od)
» void(* get_value)(structobj_def *od, ul6_t len, void *value)

e U8 _t(*set_test )(structobj_def *od, ul6_tlen, void *value)

» void(* set_value )(structobj_def *od, ul6_t len, void *value)

e const u8_nhode type

Detailed Description

node "base class" layout, the mandatory fieldsafoode

Field Documentation

void(* mib_node::get_object_def)(u8_t ident_len, s32_t *ident, struct obj_def *od)
returns strucbbj_def for the given object identifier

void(* mib_node::get_value)(struct obj_def *od, ul6_t len, void *value)
returns object value for the given object identjfie
Note:
the caller must allocate at least len bytes forvtlae

const u8_t mib_node::node_type
One out of MIB_NODE_AR, MIB_NODE_LR or MIB_NODE_EX

u8_t(* mib_node::set_test)(struct obj_def *od, ul6_t len, void *value)
tests length and/or range BEFORE setting

void(* mib_node::set_value)(struct obj_def *od, ul6_t len, void *value)
sets object value, only to be called wisen test()

The documentation for this struct was generateah ftwe following file:
e C:/OPENSOURCE/LwIP/src/include/lwigimp_structs.h
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mib_ram_array_node Struct Reference
#i ncl ude <snnp_structs. h>

Detailed Description

derived node, points to a fixed size mem_mallogealyeof sub-identifiers plus a 'child' pointer

The documentation for this struct was generateah ffwe following file:
* C:/OPENSOURCE/LwIP/src/include/lwigimp_structs.h
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netif Struct Reference
#i ncl ude <netif.h>

Data Fields

o netif * next

e ip_addr ip_addr

« err_t(*input )(struct pbuf *p, struchetif *inp)

« err_t(* output )(structnetif *netif, struct pbuf *p, strudtp_addr *ipaddr)
e err_t(*linkoutput )(structnetif *netif, struct pbuf *p)
» void(* status_callback )(structnetif *netif)

» void(* link_callback )(structnetif *netif)

* void * state

e dhcp * dhep

e autoip * autoip

e u8_thwaddr_len

e u8 thwaddr [NETIF_MAX_HWADDR_LEN]

e ul6_tmtu

e u8_tflags

» charname|[2]

e U8 tnum

e u8_tlink_type

e u32_tlink_speed

e Uu32_tts

e u32_tifinoctets

Detailed Description

Generic data structure used for all IwIP netwottkiifaces. The following fields should be filledbg the
initialization function for the device driver: hwad len, hwaddr[], mtu, flags

Field Documentation

struct autoip* netif::autoip
the AutolP client state information for this netif

struct dhcp* netif::dhcp
the DHCP client state information for this netif

u8_t netif::flags
flags (see NETIF_FLAG_ above)

u8_t netif::hwaddr[NETIF_MAX_HWADDR_LEN]
link level hardware address of this interface
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u8_t netif::hwaddr_len
number of bytes used in hwaddr

u32_t netif::ifinoctets
counters

err_t(* netif::input)(struct pbuf *p, struct netif *inp)
This function is called by the network device drit@ pass a packet up the TCP/IP stack.

struct ip_addr netif::ip_addr
IP address configuration in network byte order

void(* netif::link_callback)(struct netif *netif)
This function is called when the netif link is $etup or down

u32_t netif::link_speed
(estimate) link speed

u8_t netif::link_type
link type (ifType values per RFC1213)

err_t(* netif::linkoutput)(struct netif *netif, struct pbuf *p)

This function is called by the ARP module when #@nts to send a packet on the interface. This
function outputs the pbuf as-is on the link medium.

ul6é _t netif::mtu
maximum transfer unit (in bytes)

char netif::name[2]
descriptive abbreviation

struct netif* netif::next
pointer to next in linked list

u8_t netif::num
number of this interface

err_t(* netif::output)(struct netif *netif, struct pbuf *p, struct ip_addr *ipaddr)

This function is called by the IP module when itt&to send a packet on the interface. This functio
typically first resolves the hardware address, temds the packet.

void* netif::state
This field can be set by the device driver and dqulint to state information for the device.
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void(* netif::status_callback)(struct netif *netif)
This function is called when the netif state isteaip or down

u32_t netif::ts
timestamp at last change made (up/down)

The documentation for this struct was generateah ffwe following file:

e C:/OPENSOURCE/LwIP/src/include/lwip/netif.h
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nse Struct Reference

Data Fields

* mib_node* r_ptr
e 832 tr_id

e u8_tr_nl

Detailed Description

node stack entry (old news?)

Field Documentation

s32 _tnse::r_id
right child identifier

u8_t nse::r_nl
right child next level

struct mib_node* nse::r_ptr
right child

The documentation for this struct was generateuah ftee following file:
e C:/OPENSOURCE/LwIP/src/core/snnapib_structs.c



obj_def Struct Reference
#i ncl ude <snnp_structs. h>

Detailed Description

object definition returned by (get_object_def)()

The documentation for this struct was generateah ffwe following file:

* C:/OPENSOURCE/LwIP/src/include/lwigimp_structs.h

21



snmp_obj_id Struct Reference
#i ncl ude <snnp. h>

Detailed Description

internal object identifier representation

The documentation for this struct was generateah ftwe following file:
* C:/OPENSOURCE/LwIP/src/include/lwip/snmp.h
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snmp_resp_header_lengths Struct Reference
#i ncl ude <snnp_nsg. h>

Detailed Description

output response message header length fields

The documentation for this struct was generateah ftwe following file:

* C:/OPENSOURCE/LwIP/src/include/lwigimp_msg.h
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snmp_trap_header_lengths Struct Reference
#i ncl ude <snnp_nsg. h>

Detailed Description

output response message header length fields

The documentation for this struct was generateah ftwe following file:
* C:/OPENSOURCE/LwIP/src/include/lwigimp_msg.h
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sswt_cb Struct Reference

Detailed Description

Struct used fosys sem_wait_timeout() to tell wether the time has run out or the semeplhas really
become available.

The documentation for this struct was generateah ftee following file:
 C:/OPENSOURCE/LwWIP/src/comsfs.c
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lwlP File Documentation

C./OPENSOURCE/LwIP/src/api/api_lib.c File Reference

#i
#i
#i
#i
#i
#i

ncl ude <string. h>

ncl ude "I w p/opt.h"

ncl ude "1 wi p/api.h"

ncl ude "I w p/api _nmsg. h"
ncl ude "I w p/tcpip.h"
ncl ude "I w p/ menp. h"

Functions

netbuf *netbuf_new (void)

void netbuf_delete (struct netbuf *buf)

void * netbuf_alloc (struct netbuf *buf, ul6_t size)

void netbuf_free (struct netbuf *buf)

err_tnetbuf_ref (struct netbuf *buf, const void *dataptr, ul6 zei

void netbuf_chain (struct netbuf *head, struct netbuf *tail)

err_tnetbuf_data (struct netbuf *buf, void **dataptr, ul6_t *len)

s8_tnetbuf _next (struct netbuf *buf)

void netbuf_first (struct netbuf *buf)

netconn *netconn_new_with_proto_and_callback (enum netconn_type t, u8_t proto, void(*callbask){ct
netconn *, enum netconn_evt, ul6_tlen))

err_tnetconn_delete (struct netconn *conn)

enum netconn_typeeetconn_type (struct netconn *conn)

err_tnetconn_peer (struct netconn *conn, struct ip_addr *addr, ultpdrt)

err_tnetconn_addr (struct netconn *conn, struct ip_addr **addr, uL§ort)
err_tnetconn_bind (struct netconn *conn, struct ip_addr *addr, uljgortt)
err_tnetconn_connect (struct netconn *conn, struct ip_addr *addr, ulott)
err_tnetconn_disconnect (struct netconn *conn)

err_tnetconn_listen (struct netconn *conn)

netconn *netconn_accept (struct netconn *conn)

netbuf *netconn_recv (struct netconn *conn)

err_tnetconn_sendto (struct netconn *conn, struct netbuf *buf, strigctaddr *addr, ul6_t port)
err_tnetconn_send (struct netconn *conn, struct netbuf *buf)

err_tnetconn_write (struct netconn *conn, const void *dataptr, irtesiu8_t copy)
err_tnetconn_close (struct netconn *conn)

err_tnetconn_join_leave _group (struct netconn *conn, struct ip_addr *multiadstruct ip_addr *interface,
enum netconn_igmp join_or_leave)

Detailed Description
Sequential API External module

Function Documentation

void* netbuf_alloc (struct netbuf * buf, ul6_t size)

Allocate memory for a packet buffer for a giventnugt
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Parameters:

buf the netbuf for which to allocate a packet buffer
size the size of the packet buffer to allocate

Returns:
pointer to the allocated memory NULL if no memooutd be allocated

void netbuf_chain (struct netbuf * head, struct netbuf * tail)
Chain one netbuf to another (
See also:
pbuf_chain)

Parameters:
head the first netbuf

tail netbuf to chain after head
err_t netbuf_data (struct netbuf * buf, void ** dataptr, ul6_t * len)
Get the data pointer and length of the data insidetbuf.

Parameters:

buf netbuf to get the data from
dataptr pointer to a void pointer where to store the ¢atiater
len pointer to an ul6_t where the length of the dattdred

Returns:
ERR_OK if the information was retreived, ERR_BUFamor.

void netbuf_delete (struct netbuf * buf)
Deallocate a netbuf allocated bgtbuf _new().
Parameters:
buf pointer to a netbuf allocated bgtbuf new()

void netbuf_first (struct netbuf * buf)

Move the current data pointer of a packet buffertaimed in a netbuf to the beginning of the packet.
The packet buffer itself is not modified.

Parameters:
buf the netbuf to modify

void netbuf_free (struct netbuf * buf)
Free the packet buffer included in a netbuf

Parameters:
buf pointer to the netbuf which contains the packétdouo free

struct netbuf* netbuf_new (void)
Create (allocate) and initialize a new netbuf. Mbetbuf doesn't yet contain a packet buffer!

Returns:
a pointer to a new netbuf NULL on lack of memory
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s8 t netbuf_next (struct netbuf * buf)

Move the current data pointer of a packet buffamtaimed in a netbuf to the next part. The packet
buffer itself is not modified.

Parameters:
buf the netbuf to modify

Returns:

-1 if there is no next part 1 if moved to the npatt but now there is no next part O if moved ® ilext part
and there are still more parts

err_t netbuf_ref (struct netbuf * buf, const void * dataptr, ul6_t size)
Let a netbuf reference existing (non-volatile) data

Parameters:

buf netbuf which should reference the data
dataptr pointer to the data to reference
size size of the data

Returns:
ERR_OK if data is referenced ERR_MEM if data cottlte referenced due to lack of memory

struct netconn* netconn_accept (struct netconn * conn)
Accept a new connection on a TCP listening netconn.

Parameters:
conn the TCP listen netconn

Returns:
the newly accepted netconn or NULL on timeout

err_t netconn_addr (struct netconn * conn, struct ip_addr ** addr, ul6_t * port)

Get the local IP address and port of a netconnRAM netconns, this returns the protocol instead of
a port!

Parameters:

conn the netconn to query

addr a pointer to which to save the local IP address

port a pointer to which to save the local port (or pood for RAW)
Returns:

ERR_OK if the information was retrieved

err_t netconn_bind (struct netconn * conn, struct ip_addr * addr, ul6_t port)

Bind a netconn to a specific local IP address awtl Binding one netconn twice might not always be
checked correctly!

Parameters:

conn the netconn to bind
addr the local IP address to bind the netconn to (Bs&DDR_ANY to bind to all addresses)
port the local port to bind the netconn to (not usedRAW)

Returns:
ERR_OK if bound, any other err_t on failure
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err_t netconn_close (struct netconn * conn)
Close a TCP netconn (doesn't delete it).
Parameters:
conn the TCP netconn to close

Returns:
ERR_OK if the netconn was closed, any other em ¢rmor

err_t netconn_connect (struct netconn * conn, struct ip_addr * addr, ul6_t port)
Connect a netconn to a specific remote IP addredpart.

Parameters:

conn the netconn to connect
addr the remote IP address to connect to
port the remote port to connect to (no used for RAW)

Returns:
ERR_OK if connected, return value of tcp_/udp_/re@nnect otherwise

err_t netconn_delete (struct netconn * conn)
Close a netconn ‘connection’ and free its resoutdie® and RAW connection are completely closed,
TCP pchs might still be in a waitstate after tleirns.
Parameters:
conn the netconn to delete

Returns:
ERR_OK if the connection was deleted

err_t netconn_disconnect (struct netconn * conn)
Disconnect a netconn from its current peer (onlidviar UDP netconns).
Parameters:
conn the netconn to disconnect

Returns:
TODO: return value is not set here...

err_t netconn_join_leave_group (struct netconn * conn, struct ip_addr * multiaddr, struct ip_addr *
interface, enum netconn_igmp join_or_leave)

Join multicast groups for UDP netconns.

Parameters:

conn the UDP netconn for which to change multicast egsies

multiaddr IP address of the multicast group to join or leave

interface the IP address of the network interface on whickeind the igmp message
join_or_leave flag whether to send a join- or leave-message

Returns:
ERR_OK if the action was taken, any err_t on error

err_t netconn_listen (struct netconn * conn)
Set a TCP netconn into listen mode
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Parameters:
conn the tcp netconn to set to listen mode

Returns:
ERR_OK if the netconn was set to listen (UDP and\Réetconns don't return any error (yet?))

struct netconn* netconn_new_with_proto_and_callback (enum netconn_type t, u8_t proto,
void(*)(struct netconn *, enum netconn_evt, ul6_t len) callback)

Create a new netconn (of a specific type) thatehaallback function. The corresponding pcb is also
created.
Parameters:

t the type of ‘connection’ to create (

See also:
enumnetconn_type)

Parameters:

proto the IP protocol for RAW IP pcbs
callback a function to call on status changes (RX availab¥ed)

Returns:
a newly allocated struct netconn or NULL on memempr

err_t netconn_peer (struct netconn * conn, struct ip_addr * addr, ul6_t * port)
Get the current perr a netconn is connected tos Thight only be temporary for UDP netconns,
doesn't work for RAW netconns and returns garbfgellied for a TCP listen netconn.

Parameters:

conn the netconn to query
addr a pointer to which to save the remote IP address
port a pointer to which to save the remote port

Returns:
ERR_CONN for invalid connections ERR_OK if the infaation was retrieved

struct netbuf* netconn_recv (struct netconn * conn)
Receive data (in form of a netbuf containing a patkiffer) from a netconn
Parameters:
conn the netconn from which to receive data

Returns:
a new netbuf containing received data or NULL ommogy error or timeout

err_t netconn_send (struct netconn * conn, struct netbuf * buf)
Send data over a UDP or RAW netconn (that is ajreadnected).

Parameters:

conn the UDP or RAW netconn over which to send data
buf a netbuf containing the data to send

Returns:
ERR_OK if data was sent, any other err_t on error
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err_t netconn_sendto (struct netconn * conn, struct netbuf * buf, struct ip_addr * addr, ul6_t port)

Send data (in form of a netbuf) to a specific rearift address and port. Only to be used for UDP and
RAW netconns (not TCP).

Parameters:

conn the netconn over which to send data

buf a netbuf containing the data to send

addr the remote IP address to which to send the data
port the remote port to which to send the data

Returns:
ERR_OK if data was sent, any other err_t on error

enum netconn_type netconn_type (struct netconn * conn)
Get the type of a netconn (as enum netconn_type).
Parameters:
conn the netconn of which to get the type

Returns:
the netconn_type of conn

err_t netconn_write (struct netconn * conn, const void * dataptr, int size, u8_t copy)
Send data over a TCP netconn.

Parameters:

conn the TCP netconn over which to send data

dataptr pointer to the application buffer that contains tlata to send

size size of the application data to send

copy flag: 1 = copy the data, 0 = data is non-volatikm be sent by reference
Returns:

ERR_OK if data was sent, any other err_t on error
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C./OPENSOURCE/LwIP/src/api/api_msg.c File Reference

#include "l w p/opt.h"
#include "I w p/arch. h"

#i nclude "l w p/api _nsg. h"
#i ncl ude "I w p/ nmenp. h"
#include "l w p/sys. h"
#include "I w p/tcpip.h"
#include "I w p/ignp.h"

Functions

» void do_newconn (struct api_msg_msg *msg)

» voiddo_delconn (struct api_msg_msg *msg)

e voiddo_bind (struct api_msg_msg *msg)

» void do_connect (struct api_msg_msg *msg)

» void do_disconnect (struct api_msg_msg *msg)
» void do_listen (struct api_msg_msg *msg)

e voiddo_send (struct api_msg_msg *msg)

» voiddo_recv (struct api_msg_msg *msg)

» void do_write (struct api_msg_msg *msg)

e voiddo_close (struct api_msg_msg *msg)

« voiddo_join_leave group (struct api_msg_msg *msg)

Detailed Description
Sequential API Internal module

Function Documentation

void do_bind (struct api_msg_msg * msq)
Bind a pcb contained in a netconn Called from ratcdind.
Parameters:
msg the api_msg_msg pointing to the connection andaioing the IP address and port to bind to

void do_close (struct api_msg_msg * msg)
Close a TCP pcb contained in a netconn Called fretoonn_close

Parameters:
msg the api_msg_msg pointing to the connection

void do_connect (struct api_msg_msg * msg)
Connect a pcb contained inside a netconn Called fretconn_connect.

Parameters:
msg the api_msg_msg pointing to the connection andatwing the IP address and port to connect to

void do_delconn (struct api_msg_msg * msg)
Delete the pcb inside a netconn. Called from netcdalete.
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Parameters:
msg the api_msg_msg pointing to the connection

void do_disconnect (struct api_msg_msg * msg)

Connect a pcb contained inside a netconn Only ufked UDP netconns. Called from
netconn_disconnect.

Parameters:
msg the api_msg_msg pointing to the connection toatiaect
void do_join_leave_group (struct api_msg_msg * msg)
Join multicast groups for UDP netconns. Called freetconn_join_leave_group
Parameters:
msg the api_msg_msg pointing to the connection
void do_listen (struct api_msg_msg * msg)
Set a TCP pcb contained in a netconn into listedent@alled from netconn_listen.
Parameters:

msg the api_msg_msg pointing to the connection

void do_newconn (struct api_msg_msg * msg)

Create a new pcb of a specific type inside a netconCalled from
netconn_new_with_proto_and_callback.

Parameters:
msg the api_msg_msg describing the connection type

void do_recv (struct api_msg_msg * msg)
Recv some data from a RAW or UDP pcb containedriataonn Called from netconn_recv

Parameters:
msg the api_msg_msg pointing to the connection

void do_send (struct api_msg_msg * msg)
Send some data on a RAW or UDP pcb contained &t@nn Called from netconn_send

Parameters:
msg the api_msg_msg pointing to the connection

void do_write (struct api_msg_msg * msg)
Send some data on a TCP pcb contained in a ne€alfed from netconn_write

Parameters:
msg the api_msg_msg pointing to the connection
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C./OPENSOURCE/LwIP/src/apil/err.c File Reference

#include "l wi p/err.h"

Detailed Description
Error Management module
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C./OPENSOURCE/LwIP/src/api/netifapi.c File Reference

#include "l w p/opt.h"
#include "I w p/arch. h"
#include "l w p/netifapi.h"
#include "Iw p/tcpip.h"

Functions

« err_tnetifapi_netif_add (structnetif *netif, struct ip_addr *ipaddr, struct ip_addr *netmastkuct ip_addr
*gw, void *state, err_t(*init)(struchetif *netif), err_t(*input)(struct pbuf *p, struatetif *netif))

« err_tnetifapi_netif_remove (structnetif *netif)

e err_tnetifapi_dhcp_start (structnetif *netif)

« err_tnetifapi_dhcp_stop (structnetif *netif)

» voiddo_netifapi_netif_add (struct netifapi_msg_msg *msg)

» void do_netifapi_netif_remove (struct netifapi_msg_msg *msg)

» voiddo_netifapi_dhcp_start (struct netifapi_msg_msg *msg)

» void do_netifapi_dhcp_stop (struct netifapi_msg_msg *msg)

Detailed Description
Network Interface Sequential API module

Function Documentation

void do_netifapi_dhcp_start (struct netifapi_msg_msg * msg)
TODO

void do_netifapi_dhcp_stop (struct netifapi_msg_msg * msg)
TODO

void do_netifapi_netif_add (struct netifapi_msg_msg * msg)
TODO

void do_netifapi_netif_remove (struct netifapi_msg_msg * msg)
TODO

err_t netifapi_dhcp_start (struct netif * netif)
Calldhcp_start() in a thread-safe way by running that functiondesthe tcpip_thread context.

Note:
for params

See also:
dhcp_start()

err_t netifapi_dhcp_stop (struct netif * netif)
Calldhcp_stop() in a thread-safe way by running that functiondesihe tcpip_thread context.
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Note:
for params

See also:
dhcp_stop()

err_t netifapi_netif_add (struct netif * netif, struct ip_addr * ipaddr, struct ip_addr * netmask, struct
ip_addr * gw, void * state, err_t(*)(struct netif *netif) init, err_t(*)(struct pbuf *p, struct netif *netif)
input)

Call netif_add() in a thread-safe way by running that functiondesihe tcpip_thread context.
Note:
for params

See also:
netif_add()

err_t netifapi_netif_remove (struct netif * netif)
Call netif_remove() in a thread-safe way by running that functiondesihe tcpip_thread context.

Note:
for params

See also:
netif_remove()
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C./OPENSOURCE/LwIP/src/api/sockets.c File Reference

#i nclude "l w p/sockets. h"
#i ncl ude <string. h>
#include "l w p/opt.h"

#i ncl ude "I wi p/api.h"

#i nclude "l w p/arch. h"

#i ncl ude "I w p/sys.h"
#include "I w p/ignp.h"
#include "Iw p/inet.h"
#include "lw p/tcp. h"
#include "Iw p/tcpip.h"

Detailed Description
Sockets BSD-Like APl module



C./OPENSOURCE/LwIP/src/api/tcpip.c File Reference

#include "l w p/opt.h"

#i ncl ude "I w p/sys.h"

#i nclude "I w p/ menp. h"

#i ncl ude "I w p/pbuf.h"

#i ncl ude "netif/etharp. h"
#include "Iwi p/ip.h"
#include "Iw p/ip_frag. h"
#i ncl ude "I w p/udp. h"
#include "l w p/tcp. h"
#include "I w p/tcpip.h"
#include "I w p/ignp.h"
Functions

void tcp_timer_needed (void)

err_ttepip_callback (void(*f)(void *ctx), void *ctx)
err_ttepip_apimsg (struct api_msg *apimsg)
err_ttcpip_netifapi (struct netifapi_msg *netifapimsg)
void tcpip_init (void(*initfunc)(void *), void *arg)

Detailed Description
Sequential APl Main thread module

Function Documentation

void tcp_timer_needed (void)

Called from TCP_REG when registering a new PCBréason is to have the TCP timer only running
when there are active (or time-wait) PCBs.

err_t tcpip_apimsg (struct api_msg * apimsg)

Call the lower part of a netconn_* function Thisétion is then running in the thread context of
tcpip_thread and has exclusive access to IwIP cude.

Parameters:
apimsg a struct containing the function to call and iéssgmeters

Returns:
ERR_OK if the function was called, another err_riot

err_t tcpip_callback (void(*)(void *ctx) f, void * ctx)

Call a specific function in the thread context opip_thread for easy access synchronization. A
function called in that way may access IwlP cordecwithout fearing concurrent access.

Parameters:
f the function to call
ctx parameter passed to f
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Returns:
ERR_OK if the function was called, another err_riot

void tcpip_init (void(*)(void *) initfunc, void * arg)
Initialize this module:

» initialize ARP, IP, UDP and TCP
e start the tcpip_thread

Parameters:

initfunc a function to call when tcpip_thread is runningl éinished initializing
arg argument to pass to initfunc

err_t tcpip_netifapi (struct netifapi_msg * netifapimsg)
Much like tcpip_apimsg, but calls the lower paraaietifapi_* function.
Parameters:
netifapimsg a struct containing the function to call and iéssgmeters

Returns:
error code given back by the function that wasechll
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C./OPENSOURCE/LwIP/src/core/dhcp.c File Reference

#i ncl ude <string. h>
#include "I w p/stats. h"
#include "I w p/ mem h"

#i ncl ude "I w p/udp. h"
#include "l w p/ip_addr. h"
#include "Iw p/netif.h"
#include "Iw p/inet.h"
#include "netif/etharp.h”
#include "l w p/sys. h"
#include "I w p/opt.h"

#i ncl ude "I w p/dhcp. h"
#include "l w p/autoip.h"

Functions

void dhcp_coarse tmr ()

void dhcp_fine tmr ()
err_tdhcp_start (structnetif *netif)
void dhcp_inform (structnetif *netif)
err_tdhcp_renew (structnetif *netif)
err_tdhcp_release (structnetif *netif)
void dhcp_stop (structnetif *netif)

Detailed Description
Dynamic Host Configuration Protocol client

Function Documentation

void dhcp_coarse_tmr (void)
The DHCP timer that checks for lease renewal/rebimdouts.

void dhcp_fine_tmr (void)
DHCP transaction timeout handling

A DHCP server is expected to respond within a shertod of time. This timer checks whether an
outstanding DHCP request is timed out.

void dhcp_inform (struct netif * netif)
Inform a DHCP server of our manual configuration.

This informs DHCP servers of our fixed IP addressfiguration by sending an INFORM message. It
does not involve DHCP address configuration, jiigs here to be nice to the network.

Parameters:
netif The IwlP network interface
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err_t dhcp_release (struct netif * netif)
Release a DHCP lease.

Parameters:
netif network interface which must release its lease

err_t dhcp_renew (struct netif * netif)
Renew an existing DHCP lease at the involved DH&WRes.

Parameters:
netif network interface which must renew its lease

err_t dhcp_start (struct netif * netif)
Start DHCP negotiation for a network interface.
If no DHCP client instance was attached to thieriiaice, a new client is created first. If a DHCP
client instance was already present, it restagetiegion.
Parameters:
netif The IwlP network interface

Returns:
IwlP error code
« ERR_OK - No error
« ERR_MEM - Out of memory

void dhcp_stop (struct netif * netif)
Remove the DHCP client from the interface.

Parameters:
netif The network interface to stop DHCP on
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C:/OPENSOURCE/LwIP/src/corelinet.c File Reference

#include "l w p/opt.h"
#include "I w p/arch. h"
#include "l w p/def.h"
#include "Iw p/inet.h"
#include "l w p/sys. h"

Functions

e ul6_tinet_chksum_pbuf (struct pbuf *p)

e u32_tinet_addr (const char *cp)

e intinet_aton (const char *cp, struct in_addr *addr)
e char *inet_ntoa (struct in_addr addr)

e ul6_thtons (ul6_tn)

e ul6_tntohs (ul6_tn)

e u32_thtonl (u32_t n)

e u32_tntohl (u32_t n)

Detailed Description
Functions common to all TCP/IPv4 modules, sucthadnternet checksum and the byte order functions.

Function Documentation

u32_t htonl (u32_t n)
Convert an u32_t from host- to network byte order.
Parameters:
n u32_tin host byte order

Returns:
n in network byte order

ul6_t htons (ul6_t n)
Convert an ul6_t from host- to network byte order.
Parameters:
nul6_tin host byte order

Returns:
n in network byte order

u32_t inet_addr (const char * cp)
Ascii internet address interpretation routine. Vakie returned is in network order.

Parameters:
cp IP address in ascii represenation (e.g. "127.9.0.1

Returns:
ip address in network order

42



int inet_aton (const char * cp, struct in_addr * addr)

Check whether "cp" is a valid ascii representatibran Internet address and convert to a binary
address. Returns 1 if the address is valid, Otif Tiais replaces inet_addr, the return value fromictv
cannot distinguish between failure and a local ticaat address.

Parameters:

cp IP address in ascii represenation (e.g. "127.9.0.1
addr pointer to which to save the ip address in netvasder

Returns:
1 if cp could be converted to addr, 0 on failure

ul6_tinet_chksum_pbuf (struct pbuf * p)
Calculate a checksum over a chain of pbufs (witséudo-header, much like inet_chksum only
pbufs are used).
Parameters:
p pbuf chain over that the checksum should be catled|

Returns:
checksum (as ul6_t) to be saved directly in théopod header

char* inet_ntoa (struct in_addr addr)
Convert numeric IP address into decimal dotted A$€Hresentation. returns ptr to static buffer; not
reentrant!
Parameters:
addr ip address in network order to convert

Returns:
pointer to a global static (!) buffer that holds thSCII represenation of addr

u32_t ntohl (u32_t n)
Convert an u32_t from network- to host byte order.
Parameters:
n u32_t in network byte order

Returns:
n in host byte order

ul6_t ntohs (ul6_t n)
Convert an ul6_t from network- to host byte order.

Parameters:
nul6_tin network byte order

Returns:
n in host byte order
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C:/OPENSOURCE/LwIP/src/corelinet6.c File Reference

#include "l w p/opt.h"
#i ncl ude "I wi p/def.h"
#include "I w p/inet.h"

Functions
e ul6_tinet_chksum_pbuf (struct pbuf *p)

Detailed Description
Functions common to all TCP/IPv6 modules, sucthadnternet checksum and the byte order functions.

Function Documentation

ul6_tinet_chksum_pbuf (struct pbuf * p)

Calculate a checksum over a chain of pbufs (witséudo-header, much like inet_chksum only
pbufs are used).

Parameters:
p pbuf chain over that the checksum should be catled|

Returns:
checksum (as ul6_t) to be saved directly in théopo header
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C:./OPENSOURCE/LwIP/src/corelipv4/autoip.c File Reference

#i ncl ude <stdlib. h>

#i ncl ude <string. h>
#include "I w p/ mem h"

#i ncl ude "I w p/udp. h"
#include "l w p/ip_addr. h"
#include "Iw p/netif.h"
#i nclude "I w p/autoip.h"
#include "netif/etharp.h”

Functions

» void autoip_init (void)

e err_tautoip_start (structnetif *netif)

e err_tautoip_stop (structnetif *netif)

» voidautoip_tmr ()

e void autoip_arp_reply (structnetif *netif, structetharp_hdr *hdr)

Detailed Description
AutolP Automatic LinkLocal IP Configuration

Function Documentation

void autoip_arp_reply (struct netif * netif, struct etharp_hdr * hdr)
Handles every incoming ARP Packet, called by ethamp input.

Parameters:
netif network interface to use for autoip processing

hdr Incoming ARP packet
void autoip_init (void)
Initialize this module

err_t autoip_start (struct netif * netif)
Start AutolP client

Parameters:
netif network interface on which start the AutolP client

err_t autoip_stop (struct netif * netif)
Stop AutolP client

Parameters:
netif network interface on which stop the AutolP client

void autoip_tmr (void)
Has to be called in loop every AUTOIP_TMR_INTERVAtilliseconds
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C./OPENSOURCE/LwIP/src/corelipv4/icmp.c File Reference

#i ncl ude <string. h>
#include "I w p/opt.h"
#include "l w p/icnp. h"
#include "Iw p/inet.h"
#include "l w p/ip.h"

#i ncl ude "I wi p/def.h"
#include "I w p/stats. h"
#include "I w p/snnp. h"

Functions

» voidicmp_input (struct pbuf *p, struchetif *inp)
e voidicmp_dest_unreach (struct pbuf *p, enum icmp_dur_type t)

Detailed Description
ICMP - Internet Control Message Protocol

Function Documentation

void icmp_dest_unreach (struct pbuf * p, enum icmp_dur_type t)

Send an icmp 'destination unreachable' packegdc&bmip_input() if the transport layer protocol is
unknown and fronudp_input() if the local port is not bound.

Parameters:
p the input packet for which the 'unreachable’ sthdaal sent, p->payload pointing to the IP header

t type of the 'unreachable' packet
void icmp_input (struct pbuf * p, struct netif * inp)
Processes ICMP input packets, called fipmnput().
Currently only processes icmp echo requests ardsssut the echo response.

Parameters:
p the icmp echo request packet, p->payload pointtirthe ip header
inp the netif on which this packet was received
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C:./OPENSOURCE/LwIP/src/corelipv4/igmp.c File Reference

#i ncl ude "l w p/debug. h"
#i ncl ude "I wi p/def.h"
#include "I w p/ mem h"
#include "Iwi p/ip.h"
#include "I w p/inet.h"
#include "Iw p/netif.h"
#include "Iw p/icnp.h"
#i ncl ude "I w p/udp. h"
#include "l w p/tcp. h"
#include "I w p/stats. h"
#include "I w p/ignp.h"
#i ncl ude "arch/perf.h"
#include "string.h"

Functions

e voidigmp_init (void)

* igmp_group *igmp_lookfor_group (structnetif *ifp, struct ip_addr *addr)

e igmp_group *igmp_lookup_group (structnetif *ifp, struct ip_addr *addr)

e voidigmp_input (struct pbuf *p, struchetif *inp, struct ip_addr *dest)

» err_tigmp_joingroup (structnetif *ifp, struct ip_addr *groupaddr)

» err_tigmp_leavegroup (structnetif *ifp, struct ip_addr *groupaddr)

« voidigmp_tmr (void)

e voidigmp_timeout (struct igmp_group *group)

» voidigmp_start_timer (struct igmp_group *group, u8_t max_time)

e voidigmp_stop_timer (struct igmp_group *group)

e err_tigmp_ip_output_if (struct pbuf *p, struct ip_addr *src, struct ipdaddest, u8_t ttl, u8_t proto, struct
netif *netif)

« voidigmp_send (struct igmp_group *group, u8_t type)

Detailed Description
IGMP - Internet Group Management Protocol

Function Documentation

void igmp_init (void)
Initialize this module
Only network interfaces registered when this funtis called are igmp-enabled.

This will enable igmp on all interface. In the @nt implementation it is not possible to have igmnp
one interface but not the other.

void igmp_input (struct pbuf * p, struct netif * inp, struct ip_addr * dest)
Called fromip_input() if a new IGMP packet is received.

Parameters:
p received igmp packet, p->payload pointing to fhaeader
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inp network interface on which the packet was received
dest destination ip address of the igmp packet

err_tigmp_ip_output_if (struct pbuf * p, struct ip_addr * src, struct ip_addr * dest, u8_t ttl, u8_t
proto, struct netif * netif)

Sends an IP packet on a network interface. Thistimm constructs the IP header and calculatesRhe |
header checksum. If the source IP address is NlitHd )P address of the outgoing network interface
is filled in as source address.

Parameters:
p the packet to send (p->payload points to the datp,next protocol header; if dest == IP_HDRIN@L,
already includes an IP header and p->payload ptorttsat I[P header)
src the source IP address to send from (if src == IPDR_ANY, the IP address of the netif used to send i
used as source address)
dest the destination IP address to send the packet to
ttl the TTL value to be set in the IP header
proto the PROTOCOL to be set in the IP header
netif the netif on which to send this packet

Returns:

ERR_OK if the packet was sent OK ERR_BUF if p dddsave enough space for IP/LINK headers returns
errors returned by netif->output

err_tigmp_joingroup (struct netif * ifp, struct ip_addr * groupaddr)

Join a group on one network interface.

Parameters:
ifp the network interface which should join a new grou
groupaddr the ip address of the group which to join
Returns:
ERR_OK if group was joined, an err_t otherwise

err_tigmp_leavegroup (struct netif * ifp, struct ip_addr * groupaddr)

Leave a group on one network interface.

Parameters:
ifp the network interface which should leave a group
groupaddr the ip address of the group which to leave
Returns:
ERR_OK if group was left, an err_t otherwise

struct igmp_group* igmp_lookfor_group (struct netif * ifp, struct ip_addr * addr)

Search for a group in the global igmp_group_list

Parameters:
ifp the network interface for which to look
addr the group ip address to search for
Returns:
a struct igmp_group* if the group has been foundLN if the group wasn't found.

struct igmp_group* igmp_lookup_group (struct netif * ifp, struct ip_addr * addr)

Search for a specific igmp group and create a maifanot found-

49



Parameters:

ifp the network interfacefor which to look
addr the group ip address to search

Returns:
a struct igmp_group*, NULL on memory error.

void igmp_send (struct igmp_group * group, u8_t type)
Send an igmp packet to a specific group.

Parameters:
group the group to which to send the packet

type the type of igmp packet to send
void igmp_start_timer (struct igmp_group * group, u8_t max_time)
Start a timer for an igmp group

Parameters:
group the igmp_group for which to start a timer

max_time the time in multiples of IGMP_TMR_INTERVAL (decrea with every call toagmp_tmr ())
void igmp_stop_timer (struct igmp_group * group)
Stop a timer for an igmp_group

Parameters:
group the igmp_group for which to stop the timer

void igmp_timeout (struct igmp_group * group)
Called if a timeout for one group is reached. Send=port for this group.

Parameters:
group an igmp_group for which a timeout is reached

void igmp_tmr (void)

The igmp timer function (both for NO_SYS=1 and =@hould be called every
IGMP_TMR_INTERVAL milliseconds (100 ms is default).
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C./OPENSOURCE/LwIP/src/corelipv4lip.c File Reference

#i
#i
#i
#i
#i
#i
#i
#i
#i
#i
#i
#i
#i
#i
#i
#i

ncl ude "1 wi p/opt.h"
ncl ude "I wi p/def.h"
ncl ude "I wi p/ mem h"
nclude "I wip/ip.h"

ncl ude "I w p/ip_frag.h"
nclude "I w p/inet.h"
ncl ude "I w p/netif.h"
nclude "I w p/icnp. h"
ncl ude "I wi p/raw. h"
ncl ude "I w p/udp. h"
ncl ude "I w p/tcp. h"
ncl ude "Il wip/stats. h"
ncl ude "arch/ perf.h"
ncl ude "I wi p/snnp. h"
ncl ude "I w p/ dhcp. h"
ncl ude "1 wip/ignp.h"

Functions

void ip_init (void)

netif * ip_route (struct ip_addr *dest)

err_tip_input (struct pbuf *p, struchetif *inp)

err_tip_output_if (struct pbuf *p, struct ip_addr *src, struct ipdaddest, u8_t ttl, u8_t tos, u8_t proto, struct
netif *netif)

err_tip_output (struct pbuf *p, struct ip_addr *src, struct ipdaddest, u8_t ttl, u8_t tos, u8_t proto)

Detailed Description
This is the IPv4 layer implementation for incomamgd outgoing IP traffic.

See also:

ip_frag.c

Function Documentation

void ip_init (void)

Initializes the IP layer.

err_tip_input (struct pbuf * p, struct netif *inp)

This function is called by the network interfacevide driver when an IP packet is received. The
function does the basic checks of the IP headdr aspacket size being at least larger than thaehnea

size etc. If the packet was not destined for us,gacket is forwarded (using ip_forward). The IP
checksum is always checked.

Finally, the packet is sent to the upper layerquotinput function.

Parameters:

p the received IP packet (p->payload points to |&dee)
inp the netif on which this packet was received
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Returns:

ERR_OK if the packet was processed (could returR ERf it wasn't processed, but currently always
returns ERR_OK)

err_t ip_output (struct pbuf * p, struct ip_addr * src, struct ip_addr * dest, u8_t ttl, u8_t tos, u8_t
proto)

Simple interface to ip_output_if. It finds the ooitlgg network interface and calls upon ip_outputoif
do the actual work.

See ip_ouptut_if for parameter declaration.

Returns:
ERR_RTE if no route is found sgg output_if() for more return values

err_t ip_output_if (struct pbuf * p, struct ip_addr * src, struct ip_addr * dest, u8_t ttl, u8_t tos, u8_t
proto, struct netif * netif)

Sends an IP packet on a network interface. Thistimm constructs the IP header and calculatesRhe |
header checksum. If the source IP address is NtHd JP address of the outgoing network interface
is filled in as source address. If the destinatPraddress is IP_ HDRINCL, p is assumed to already
include an IP header and p->payload points tositiad of the data.

Parameters:

p the packet to send (p->payload points to the @datp,next protocol header; if dest == IP_HDRIN@L,
already includes an IP header and p->payload ptorttsat I[P header)

src the source IP address to send from (if src == IPDR_ANY, the IP address of the netif used to send i
used as source address)

dest the destination IP address to send the packet to

ttl the TTL value to be set in the IP header

tosthe TOS value to be set in the IP header

proto the PROTOCOL to be set in the IP header

netif the netif on which to send this packet

Returns:

ERR_OK if the packet was sent OK ERR_BUF if p dddsave enough space for IP/LINK headers returns
errors returned by netif->output

Note:
ip_id: RFC791 "some host may be able to simplywsque identifiers independent of destination”

struct netif*ip_route (struct ip_addr * dest)

Finds the appropriate network interface for a giuBnaddress. It searches the list of network
interfaces linearly. A match is found if the mask@daddress of the network interface equals the
masked IP address given to the function.

Parameters:
dest the destination IP address for which to find theate

Returns:
the netif on which to send to reach dest
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C./OPENSOURCE/LwIP/src/corelipv4/ip_addr.c File Reference

#include "l w p/ip_addr. h"
#include "Iw p/inet.h"
#include "l w p/netif.h"

Functions
e U8_tip_addr_isbroadcast (struct ip_addr *addr, strucktif *netif)

Detailed Description
This is the IPv4 address tools implementation.

Function Documentation

u8_tip_addr_isbroadcast (struct ip_addr * addr, struct netif * netif)
Determine if an address is a broadcast addressetwark interface

Parameters:

addr address to be checked
netif the network interface against which the addresbéxked

Returns:
returns non-zero if the address is a broadcaseaddr
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C./OPENSOURCE/LwIP/src/corelipv4lip_frag.c File Reference

#i ncl ude <string. h>
#include "I w p/opt.h"
#include "I w p/ip.h"
#include "Iw p/ip_frag. h"
#include "l w p/netif.h"
#include "I w p/snnp. h"
#include "I w p/stats. h"

Detailed Description
This is the IPv4 packet segmentation and reasseimiplgmentation.



C:/OPENSOURCE/LwWIP/src/core/mem.c File Reference

#i ncl ude <string. h>
#include "I w p/arch. h"
#include "I w p/opt.h"
#i ncl ude "I wi p/def.h"
#include "I w p/ mem h"
#i ncl ude "I w p/sys.h"
#include "I w p/stats. h"

Functions
» void * mem_malloc (mem_size_t size)

Detailed Description
Dynamic memory manager

Function Documentation

void* mem_malloc (mem_size_t size)
Adam'smem_malloc() plus solution for bug #17922
Allocate a block of memory with a minimum of 'sibgtes.
Parameters:

sizeis the minimum size of the requested block in byte
Note that the returned value will always be aligned



C./OPENSOURCE/LwIP/src/core/memp.c File Reference

#i ncl ude <string. h>
#include "I w p/opt.h"

#i nclude "I w p/ menp. h"

#i ncl ude "I w p/pbuf.h"
#include "l w p/udp. h"
#include "I w p/raw h"
#include "Iw p/tcp.h"

#i ncl ude "I wi p/api.h"

#i nclude "l w p/api _nsg. h"
#include "I w p/tcpip.h"
#i ncl ude "I w p/sys.h"
#include "l w p/stats. h"
#i nclude "netif/etharp.h”

Functions

e void memp_init (void)

« void * memp_malloc_fn (memp_t type, const char *file, const int line)
e void memp_free (memp_t type, void *mem)

Detailed Description
Dynamic pool memory manager

Function Documentation

void memp_free (memp_t type, void * mem)
Put an element back into its pool.

Parameters:
type the pool where to put mem

mem the memp element to free
void memp_init (void)
Initialize this module.
Carves out memp_memory into linked lists for eagblype.

void* memp_malloc_fn (memp_t type, const char * file, const int line)
Get an element from a specific pool.

Parameters:
type the pool to get an element from
file file name calling this function
line number of line where this function is called
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C:/OPENSOURCE/LwIP/src/core/netif.c File Reference

#i
#i
#i
#i
#i
#i
#i

ncl ude "1 wi p/opt.h"

ncl ude "I wi p/ def. h"

ncl ude "1 wi p/ip_addr. h"
nclude "I w p/netif.h"
ncl ude "I wip/tcp. h"

ncl ude "I w p/snnp. h"
ncl ude "netif/etharp.h"

Functions

void netif_init (void)

netif * netif_add (structnetif *netif, struct ip_addr *ipaddr, struct ip_addr *netmastkiict ip_addr *gw, void

*state, err_t(*init)(struchetif *netif), err_t(*input)(struct pbuf *p, structetif *netif))

void netif_set_addr (structnetif *netif, struct ip_addr *ipaddr, struct ip_addr *netmastkyct ip_addr *gw)
void netif_remove (structnetif *netif)

netif * netif_find (char *name)

void netif_set_ipaddr (structnetif *netif, struct ip_addr *ipaddr)

void netif_set_gw (structnetif *netif, struct ip_addr *gw)

void netif_set_netmask (structnetif *netif, struct ip_addr *netmask)

void netif_set_default (structnetif *netif)

void netif_set_up (structnetif *netif)

u8_tnetif_is_up (structnetif *netif)

void netif_set_down (structnetif *netif)

void netif_set_status callback (structnetif *netif, void(*status_callback)(strucietif *netif))
void netif_set_link_callback (structnetif *netif, void(*link_callback)(strucnetif *netif))
void netif_set_link_down (structnetif *netif)

void netif_set_link_up (structnetif *netif)

Variables

netif * netif_list = NULL
netif * netif_default = NULL

Detailed Description
IwlP network interface abstraction

Function Documentation

struct netif* netif_add (struct netif * netif, struct ip_addr * ipaddr, struct ip_addr * netmask, struct
ip_addr * gw, void * state, err_t(*)(struct netif *netif) init, err_t(*)(struct pbuf *p, struct netif *netif)
input)

Add a network interface to the list of IwIP netifs.

Parameters:
netif a pre-allocated netif structure
ipaddr IP address for the new netif
netmask network mask for the new netif
gw default gateway IP address for the new netif
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state opaque data passed to the new netif
init callback function that initializes the interface
input callback function that is called to pass ingresskpts up in the protocol layer stack.

Returns:
netif, or NULL if failed.

struct netif* netif_find (char * name)
Find a network interface by searching for its name

Parameters:
name the name of the netif (like netif->name) plus catenated number in ascii representation (e.g.)'en0’

void netif_init (void)
Initialize this module

u8_t netif_is_up (struct netif * netif)
Ask if an interface is up

void netif_remove (struct netif * netif)
Remove a network interface from the list of lwIRifse

Parameters:
netif the network interface to remove

void netif_set_addr (struct netif * netif, struct ip_addr * ipaddr, struct ip_addr * netmask, struct
ip_addr * gw)

Change IP address configuration for a network fater (including netmask and default gateway).

Parameters:

netif the network interface to change
ipaddr the new IP address

netmask the new netmask

gw the new default gateway

void netif_set_default (struct netif * netif)

Set a network interface as the default networkriate (used to output all packets for which no
specific route is found)

Parameters:
netif the default network interface

void netif_set_down (struct netif * netif)
Bring an interface down, disabling any traffic peesing.

Note:
: Enabling DHCP on a down interface will make ihmup once configured.

See also:
dhcp_start()

void netif_set_gw (struct netif * netif, struct ip_addr * gw)
Change the default gateway for a network interface
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Parameters:

netif the network interface to change
gw the new default gateway

Note:
call netif_set_addr() if you also want to change ip address and netmask

void netif_set_ipaddr (struct netif * netif, struct ip_addr * ipaddr)
Change the IP address of a network interface

Parameters:

netif the network interface to change
ipaddr the new IP address

Note:
call netif_set_addr() if you also want to change netmask and defautway

void netif_set_link_callback (struct netif * netif, void(*)(struct netif *netif) link_callback)
Set callback to be called when link is brought op/d

void netif_set_link_down (struct netif * netif)
Called by a driver when its link goes down

void netif_set_link_up (struct netif * netif)
Called by a driver when its link goes up

For Ethernet network interfaces, we would like ¢od a "gratuitous ARP"; this is an ARP packet sent
by a node in order to spontaneously cause otheesntwdupdate an entry in their ARP cache. From
RFC 3220 "IP Mobility Support for IPv4" section 4.6

void netif_set_netmask (struct netif * netif, struct ip_addr * netmask)
Change the netmask of a network interface

Parameters:

netif the network interface to change
netmask the new netmask

Note:
call netif_set_addr() if you also want to change ip address and defmidway

void netif_set_status_callback (struct netif * netif, void(*)(struct netif *netif) status_callback)
Set callback to be called when interface is browgtlown

void netif_set_up (struct netif * netif)
Bring an interface up, available for processinffitra
Note:
: Enabling DHCP on a down interface will make in@mup once configured.

See also:
dhcp_start()
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For Ethernet network interfaces, we would like ¢od a "gratuitous ARP"; this is an ARP packet sent
by a node in order to spontaneously cause otheesntwdupdate an entry in their ARP cache. From
RFC 3220 "IP Mobility Support for IPv4" section 4.6

Variable Documentation

struct netif* netif_default = NULL
The default network interface.

struct netif* netif_list = NULL
The list of network interfaces.
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C./OPENSOURCE/LwIP/src/corelpbuf.c File Reference

#i ncl ude <string. h>
#include "I w p/opt.h"
#include "lIw p/stats. h"
#i ncl ude "I wi p/def.h"
#include "I w p/ mem h"
#i ncl ude "I w p/ nmenp. h"
#i ncl ude "I w p/pbuf.h"
#i ncl ude "I w p/sys.h"
#i ncl ude "arch/perf.h"

Functions

pbuf * pbuf_alloc (pbuf_layer |, ul6_t length, pbuf_flag flag)
void pbuf_realloc (struct pbuf *p, ul6_t new_len)
u8_tpbuf_header (struct pbuf *p, s16_t header_size_increment)
u8_tpbuf_free (struct pbuf *p)

u8_tpbuf_clen (struct pbuf *p)

void pbuf_ref (struct pbuf *p)

void pbuf_cat (struct pbuf *h, struct pbuf *t)

void pbuf_chain (struct pbuf *h, struct pbuf *t)

pbuf * pbuf_dechain (struct pbuf *p)

err_tpbuf_copy (struct pbuf *p_to, struct pbuf *p_from)
ul6_tpbuf_copy partial (struct pbuf *buf, void *dataptr, ul6_t len, ul@®ffset)

Detailed Description
Packet buffer management

Packets are built from the pbuf data structursufiports dynamic memory allocation for packet cotste
or can reference externally managed packet conteoits in RAM and ROM. Quick allocation for
incoming packets is provided through pools witteéxsized pbufs.

A packet may span over multiple pbufs, chained siagly linked list. This is called a "pbuf chain".
Multiple packets may be queued, also using thiglgilinked list. This is called a "packet queue".

So, a packet queue consists of one or more pbuhghaach of which consist of one or more pbufs.
CURRENTLY, PACKET QUEUES ARE NOT SUPPORTED!!! Uselper structs to queue multiple
packets.

The differences between a pbuf chain and a paciaiajare very precise but subtle.

The last pbuf of a packet has a ->tot_len field #dguals the ->len field. It can be found by traueg the
list. If the last pbuf of a packet has a ->nexidfiether than NULL, more packets are on the queue.

Therefore, looping through a pbuf of a single packas an loop end condition (tot_len == p->lenh)N
(next == NULL).

Function Documentation

struct pbuf* pbuf_alloc (pbuf_layer |, ul6_t length, pbuf_flag flag)
Allocates a pbuf of the given type (possibly a oifar PBUF_POOL type).
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The actual memory allocated for the pbuf is deteadiby the layer at which the pbuf is allocated and
the requested size (from the size parameter).

Parameters:

| flag to define header size
length size of the pbuf's payload
flag this parameter decides how and where the pbufidheuallocated as follows:

« PBUF_RAM: buffer memory for pbuf is allocated asdarge chunk. This includes protocol headers as
well.

« PBUF_ROM: no buffer memory is allocated for the fplewen for protocol headers. Additional headers
must be prepended by allocating another pbuf aathdh to the front of the ROM pbuf. It is assuntbdt
the memory used is really similar to ROM in thasitmmutable and will not be changed. Memory whigh
dynamic should generally not be attached to PBURMR®uUfs. Use PBUF_REF instead.

* PBUF_REF: no buffer memory is allocated for thefplkuen for protocol headers. It is assumed that th
pbuf is only being used in a single thread. If phaf gets queued, then pbuf_take should be calledpy

the buffer.

« PBUF_POOL: the pbuf is allocated as a pbuf chaith pbufs from the pbuf pool that is allocated dgri
pbuf_init().

Returns:

the allocated pbuf. If multiple pbufs where allatthis is the first pbuf of a pbuf chain.

void pbuf_cat (struct pbuf * h, struct pbuf * t)
Concatenate two pbufs (each may be a pbuf chath)eke over the caller's reference of the tail pbuf
Note:
The caller MAY NOT reference the tail pbuf afterdsr Usepbuf_chain() for that purpose.

See also:
pbuf_chain()

void pbuf_chain (struct pbuf * h, struct pbuf * t)
Chain two pbufs (or pbuf chains) together.

The caller MUST call pbuf_free(t) once it has stegpusing it. Usepbuf_cat() instead if you no
longer use t.

Parameters:
h head pbuf (chain)
t tail pbuf (chain)
Note:

The pbufs MUST belong to the same packet.
MAY NOT be called on a packet queue.

The ->tot_len fields of all pbufs of the head chaia adjusted. The ->next field of the last pbuthef
head chain is adjusted. The ->ref field of thet fidsuf of the tail chain is adjusted.

u8_t pbuf_clen (struct pbuf * p)
Count number of pbufs in a chain

Parameters:
p first pbuf of chain
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Returns:
the number of pbufs in a chain

err_t pbuf_copy (struct pbuf * p_to, struct pbuf * p_from)
Create PBUF_RAM copies of pbufs.
Used to queue packets on behalf of the IwIP s&oth as ARP based queueing.

Note:

You MUST explicitly use p = pbuf_take(p);
Only one packet is copied, no packet queue!

Parameters:

p_to pbuf source of the copy
p_from pbuf destination of the copy

Returns:
ERR_OK if pbuf was copied ERR_ARG if one of the fshis NULL or p_to is not big enough to hold
p_from

ul6é_t pbuf_copy_partial (struct pbuf * buf, void * dataptr, ul6_t len, ul6_t offset)
Copy (part of) the contents of a packet buffern@pplication supplied buffer.

Parameters:

buf the pbuf from which to copy data

dataptr the application supplied buffer

len length of data to copy (dataptr must be big enpugh

offset offset into the packet buffer from where to begipying len bytes

struct pbuf* pbuf_dechain (struct pbuf * p)
Dechains the first pbuf from its succeeding pbaofthie chain.
Makes p->tot_len field equal to p->len.
Parameters:
p pbuf to dechain

Returns:
remainder of the pbuf chain, or NULL if it was dénaated.

Note:
May not be called on a packet queue.

u8_t pbuf_free (struct pbuf * p)

Dereference a pbuf chain or queue and deallocateatonger-used pbufs at the head of this chain
or queue.

Decrements the pbuf reference count. If it reaclees, the pbuf is deallocated.

For a pbuf chain, this is repeated for each pbudféchain, up to the first pbuf which has a noreze
reference count after decrementing. So, when f@teace counts are one, the whole chain is free'd.
Parameters:

p The pbuf (chain) to be dereferenced.

Returns:
the number of pbufs that were de-allocated fromhikeed of the chain.
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Note:

MUST NOT be called on a packet queue (Not verifeed/ork yet).
the reference counter of a pbuf equals the numbgoiaters that refer to the pbuf (or into the pbuf

u8_t pbuf_header (struct pbuf * p, s16_t header_size_increment)
Adjusts the payload pointer to hide or reveal hesdethe payload.
Adjusts the ->payload pointer so that space foeadkr (dis)appears in the pbuf payload.
The ->payload, ->tot_len and ->len fields are adids

Parameters:

p pbuf to change the header size.

header_size_increment Number of bytes to increment header size whicheimges the size of the pbuf. New
space is on the front. (Using a negative valueadems the header size.) If hdr_size_inc is Oftihistion
does nothing and returns succesful.

PBUF_ROM and PBUF_REF type buffers cannot have iees increased, so the call will fail. A
check is made that the increase in header sizerdi@sove the payload pointer in front of the stedrt
the buffer.

Returns:
non-zero on failure, zero on success.

void pbuf_realloc (struct pbuf * p, ul6_t new_len)
Shrink a pbuf chain to a desired length.

Parameters:

p pbuf to shrink.
new_len desired new length of pbuf chain

Depending on the desired length, the first few phnfa chain might be skipped and left unchanged.
The new last pbuf in the chain will be resized, ang remaining pbufs will be freed.

Note:
If the pbufis ROM/REF, only the ->tot_len and +»lgelds are adjusted.

May not be called on a packet queue.
Despite its name, pbuf_realloc cannot grow the sfze pbuf (chain).
void pbuf_ref (struct pbuf * p)
Increment the reference count of the pbuf.

Parameters:
p pbuf to increase reference counter of
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C:/OPENSOURCE/LwIP/src/corelraw.c File Reference

#i ncl ude <string. h>
#include "I w p/opt.h"
#include "l w p/def.h"
#i ncl ude "I w p/ nmenp. h"
#include "I w p/inet.h"
#include "Iw p/ip_addr.h"
#include "Iwi p/netif.h"
#include "I w p/raw h"
#include "lIw p/stats. h"
#i nclude "arch/perf.h"
#include "I w p/snnp. h"

Functions

e void raw_init (void)

e U8_traw_input (struct pbuf *p, struchetif *inp)

e err_traw_bind (struct raw_pcb *pcb, struct ip_addr *ipaddr)

e err_traw_connect (struct raw_pcb *pcb, struct ip_addr *ipaddr)

» voidraw_recv (struct raw_pcb *pcb, u8_t(*recv)(void *arg, sttuaw_pcb *upcb, struct pbuf *p, struct ip_addr
*addr), void *recv_arg)

» err_traw_sendto (struct raw_pcb *pch, struct pbuf *p, struct ipdadipaddr)

e err_traw_send (struct raw_pcb *pcb, struct pbuf *p)

» void raw_remove (struct raw_pcb *pcb)

e raw_pcb *raw_new (u8_t proto)

Detailed Description

Implementation of raw protocol PCBs for low-levelruling of different types of protocols besides (or
overriding) those already available in IwIP.

Function Documentation

err_t raw_bind (struct raw_pcb * pcb, struct ip_addr * ipaddr)
Bind a RAW PCB.

Parameters:

pcb RAW PCB to be bound with a local address ipaddr.

ipaddr local IP address to bind with. Use IP_ADDR_ANYhiod to all local interfaces.
Returns:

IwlP error code.

» ERR_OK. Successful. No error occured.

« ERR_USE. The specified IP address is already btwuibg another RAW PCB.
See also:

raw_disconnect()
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err_t raw_connect (struct raw_pcb * pcb, struct ip_addr * ipaddr)

Connect an RAW PCB. This function is required bpeiplayers of lwip. Using the raw api you could
useraw_sendto() instead

This will associate the RAW PCB with the remoteradd.

Parameters:

pcb RAW PCB to be connected with remote address ipaddrort.
ipaddr remote IP address to connect with.

Returns:
IwlP error code

See also:
raw_disconnect() anchw_sendto()

void raw_init (void)
Initialize this module

u8_t raw_input (struct pbuf * p, struct netif *inp)

Determine if in incoming IP packet is covered biRAW PCB and if so, pass it to a user-provided
receive callback function.

Given an incoming IP datagram (as a chain of phthis)function finds a corresponding RAW PCB
and calls the corresponding receive callback foncti

Parameters:

p pbuf to be demultiplexed to a RAW PCB.
inp network interface on which the datagram was rexkiv

Returns:

- 1 if the packet has been eaten by a RAW PCB veasillback function. The caller MAY NOT not
reference the packet any longer, and MAY NOT phlf free().
- 0 if packet is not eaten (pbuf is still referedidy the caller).

struct raw_pcb* raw_new (u8_t proto)
Create a RAW PCB.

Returns:

The RAW PCB which was created. NULL if the PCB dstraicture could not be allocated.
Parameters:

proto the protocol number of the IPs payload (e.g. IPOP& ICMP)

See also:
raw_remove()

void raw_recv (struct raw_pcb * pcb, u8_t(*)(void *arg, struct raw_pcb *upcb, struct pbuf *p, struct
ip_addr *addr) recv, void * recv_arg)

Set the callback function for received packets thatch the raw PCB's protocol and binding.
The callback function MUST either

» eat the packet by callimgbuf_free() and returning non-zero. The packet will not bespdgo other raw
PCBs or other protocol layers.

« not free the packet, and return zero. The packeéb@imatched against further PCBs and/or forwatded
another protocol layers.
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Returns:
non-zero if the packet was free()d, zero if thekedcemains available for others.

void raw_remove (struct raw_pchb * pch)
Remove an RAW PCB.

Parameters:
pcb RAW PCB to be removed. The PCB is removed fronligtef RAW PCB's and the data structure is
freed from memory.

See also:
raw_new()

err_t raw_send (struct raw_pcb * pch, struct pbuf * p)
Send the raw IP packet to the address giveraty connect()

Parameters:

pcb the raw pcb which to send
p the IP payload to send

err_t raw_sendto (struct raw_pcb * pcb, struct pbuf * p, struct ip_addr * ipaddr)

Send the raw IP packet to the given address. Mateactually you cannot modify the IP headers (this
is inconsistent with the receive callback where gotually get the IP headers), you can only specify
the IP payload here. It requires some more chamgésIP. (there will be araw_send() function
then.)

Parameters:

pcb the raw pcb which to send
p the IP payload to send
ipaddr the destination address of the IP packet
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C:./OPENSOURCE/LwIP/src/core/lsnmp/asnl_dec.c File Reference

#include "l w p/opt.h"
#i nclude "I w p/snnp_asnl. h"

Functions

e err_tsnmp_asnl_dec_type (struct pbuf *p, ul6_t ofs, u8_t *type)

e err_tsnmp_asnl dec length (struct pbuf *p, ul6_t ofs, u8_t *octets_used, uTtength)
e err_tsnmp_asnl dec u32t (struct pbuf *p, ul6_t ofs, ul6_tlen, u32_t *vaju

e err_tsnmp_asnl _dec_s32t (struct pbuf *p, ul6_t ofs, ul6_tlen, s32_t *w&u

e err_tsnmp_asnl dec oid (struct pbuf *p, ul6_t ofs, ul6_t len, strgomp_obj_id *oid)

e err_tsnmp_asnl dec raw (struct pbuf *p, ul6_t ofs, ul6_tlen, ul6_t raen,lu8_t *raw)

Detailed Description
Abstract Syntax Notation One (ISO 8824, 8825) dewpd

Todo:
not optimised (yet), favor correctness over spé&adyr speed over size

Function Documentation

err_t snmp_asnl_dec_length (struct pbuf * p, ul6_t ofs, u8_t * octets_used, ul6_t * length)
Decodes length field from incoming pbuf chain ihtust length.

Parameters:
p points to a pbuf holding an ASN1 coded length
ofs points to the offset within the pbuf chain of h8N1 coded length
octets used returns number of octets used by the length code
length return host order length, upto 64k

Returns:
ERR_OK if successfull, ERR_ARG if we can't (or vipdecode

Todo:
: do we need to accept inefficient codings with ynerading zero's?

err_t snmp_asnl_dec_oid (struct pbuf * p, ul6_t ofs, ul6_t len, struct snmp_obj_id * oid)
Decodes object identifier from incoming message artay of s32_t.

Parameters:

p points to a pbuf holding an ASN1 coded object fdien

ofs points to the offset within the pbuf chain of N1 coded object identifier
len length of the coded object identifier

oid return object identifier struct

Returns:
ERR_OK if successfull, ERR_ARG if we can't (or wipdecode

err_t snmp_asnl_dec_raw (struct pbuf * p, ul6_t ofs, ul6_tlen, ulé_t raw_len, u8_ t * raw)

Decodes (copies) raw data (ip-addresses, octagstropaque encoding) from incoming message into
array.
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Parameters:
p points to a pbuf holding an ASN1 coded raw data
ofs points to the offset within the pbuf chain of ®&N1 coded raw data
len length of the coded raw data (zero is valid, emypty string!)
raw_len length of the raw return value
raw return raw bytes
Returns:
ERR_OK if successfull, ERR_ARG if we can't (or wipdecode

err_t snmp_asnl_dec_s32t (struct pbuf * p, ul6_t ofs, ul6_tlen, s32_t * value)
Decodes integer into s32_t.

Parameters:
p points to a pbuf holding an ASN1 coded integer
ofs points to the offset within the pbuf chain of ®8N1 coded integer
len length of the coded integer field
value return host order integer
Returns:
ERR_OK if successfull, ERR_ARG if we can't (or wipdecode

Note:
ASN coded integers are _always_ signed!

err_t snmp_asnl_dec_type (struct pbuf * p, ul6_t ofs, u8_t * type)
Retrieves type field from incoming pbuf chain.

Parameters:
p points to a pbuf holding an ASN1 coded type field
ofs points to the offset within the pbuf chain of 8N1 coded type field
typereturn ASN1 type
Returns:
ERR_OK if successfull, ERR_ARG if we can't (or wipdecode

err_tsnmp_asnl_dec_u32t (struct pbuf * p, ul6_t ofs, ul6_tlen, u32_t * value)
Decodes positive integer (counter, gauge, timeYicke u32_t.

Parameters:

p points to a pbuf holding an ASN1 coded integer

ofs points to the offset within the pbuf chain of N1 coded integer
len length of the coded integer field

value return host order integer

Returns:
ERR_OK if successfull, ERR_ARG if we can't (or wipdecode

Note:

ASN coded integers are _always_ signed. E.g. +OkREEoded as 0x00,0xFF,0xFF. Note the leading sign

octet. A positive value of OXFFFFFFFF is precedéti @x00 and the length is 5 octets!!
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C./OPENSOURCE/LwIP/src/core/lsnmp/asnl_enc.c File Reference

#include "l w p/opt.h"
#i nclude "I w p/snnp_asnl. h"

Functions

e voidsnmp_asnl enc length _cnt (ul6_t length, u8_t *octets needed)

e voidsnmp_asnl enc u32t_cnt (u32_t value, ul6_t *octets_needed)

» voidsnmp_asnl enc s32t_cnt (s32_t value, ul6_t *octets_needed)

e voidsnmp_asnl enc oid_cnt (u8_tident_len, s32_t *ident, ul6_t *octets_nehde

e err_tsnmp_asnl_enc_type (struct pbuf *p, ul6_t ofs, u8_t type)

e err_tsnmp_asnl_enc_length (struct pbuf *p, ul6_t ofs, ul6_t length)

e err_tsnmp_asnl enc _u32t (struct pbuf *p, ul6_t ofs, u8_t octets_neede@, ti¥alue)
e err_tsnmp_asnl enc s32t (struct pbuf *p, ul6_t ofs, u8_t octets_needed, s8alue)
e err_tsnmp_asnl _enc_oid (struct pbuf *p, ul6_t ofs, u8 tident_len, s38dent)

e err_tsnmp_asnl enc raw (struct pbuf *p, ul6_t ofs, u8_t raw_len, u8_twia

Detailed Description
Abstract Syntax Notation One (ISO 8824, 8825) emzgpd

Todo:
not optimised (yet), favor correctness over spé&adyr speed over size

Function Documentation

err_t snmp_asnl_enc_length (struct pbuf * p, ul6_t ofs, ul6_t length)
Encodes host order length field into a pbuf chai8t1l msg.

Parameters:

p points to output pbuf to encode length into
ofs points to the offset within the pbuf chain
length is the host order length to be encoded

Returns:
ERR_OK if successfull, ERR_ARG if we can't (or wpencode

void snmp_asnl _enc_length_cnt (ul6_t length, u8_t * octets_needed)
Returns octet count for length.
Parameters:

length
octets _needed points to the return value

err_t snmp_asnl_enc_oid (struct pbuf * p, ul6_t ofs, u8_t ident_len, s32_t *ident)
Encodes object identifier into a pbuf chained ASh&g.

Parameters:

p points to output pbuf to encode oid into
ofs points to the offset within the pbuf chain
ident_len object identifier array length
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ident points to object identifier array

Returns:
ERR_OK if successfull, ERR_ARG if we can't (or vipehcode

void snmp_asnl _enc_oid_cnt (u8_t ident_len, s32_t *ident, ul6_t * octets_needed)
Returns octet count for an object identifier.

Parameters:

ident_len object identifier array length
ident points to object identifier array
octets _needed points to the return value

err_t snmp_asnl_enc_raw (struct pbuf * p, ul6_t ofs, u8_t raw_len, u8_t *raw)
Encodes raw data (octet string, opaque) into a phaiihed ASN1 msg.

Parameters:
p points to output pbuf to encode raw data into
ofs points to the offset within the pbuf chain
raw_len raw data length
raw points raw data
Returns:
ERR_OK if successfull, ERR_ARG if we can't (or vipehcode

err_t snmp_asnl_enc_s32t (struct pbuf * p, ul6_t ofs, u8_t octets_needed, s32_t value)
Encodes s32_t integer into a pbuf chained ASN1 msg.

Parameters:

p points to output pbuf to encode value into

ofs points to the offset within the pbuf chain

octets needed encoding length (fromsnmp_asnl enc _s32t_cnt())
value is the host order s32_t value to be encoded

Returns:
ERR_OK if successfull, ERR_ARG if we can't (or vipehcode

See also:
snmp_asnl enc _s32t_cnt()

void snmp_asnl_enc_s32t_cnt (s32_t value, ul6_t * octets_needed)
Returns octet count for an s32_t.

Parameters:

value
octets _needed points to the return value

Note:
ASN coded integers are _always_ signed.

err_tsnmp_asnl_enc_type (struct pbuf * p, ulé_t ofs, u8_t type)
Encodes ASN type field into a pbuf chained ASN1 msg

Parameters:

p points to output pbuf to encode value into
ofs points to the offset within the pbuf chain
typeinput ASN1 type
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Returns:
ERR_OK if successfull, ERR_ARG if we can't (or vipehcode

err_tsnmp_asnl_enc_u32t (struct pbuf * p, ul6_t ofs, u8 t octets_needed, u32_t value)
Encodes u32_t (counter, gauge, timeticks) intow pbained ASN1 msg.

Parameters:
p points to output pbuf to encode value into
ofs points to the offset within the pbuf chain
octets needed encoding length (frorsnmp_asnl enc u32t_cnt())
value is the host order u32_t value to be encoded
Returns:
ERR_OK if successfull, ERR_ARG if we can't (or vipehcode

See also:
snmp_asnl enc u32t_cnt()

void snmp_asnl_enc_u32t_cnt (u32_t value, ul6_t * octets_needed)
Returns octet count for an u32_t.

Parameters:

value

octets _needed points to the return value
Note:

ASN coded integers are _always_ signed. E.g. +OkR&[€oded as 0x00,0xFF,0xFF. Note the leading sign
octet. A positive value of OXFFFFFFFF is precedét @x00 and the length is 5 octets!!
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C:./OPENSOURCE/LwIP/src/core/snmp/mib2.c File Reference

#i ncl ude "arch/cc. h"

#i nclude "I w p/opt.h"

#i nclude "l w p/snnp. h"

#include "Iw p/netif.h"

#i ncl ude "netif/etharp. h"

#include "Iwi p/ip.h"

#include "Iw p/ip_frag. h"

#include "Iw p/tcp.h"

#include "l w p/udp. h"

#i nclude "I w p/snnp_asnl. h"

#include "I w p/snnp_structs. h"

Defines

» #defineSNMP_ENTERPRISE_ID 26381

Functions

» void ocstrnecpy (u8_t *dst, u8_t *src, u8_tn)

e void objectidncpy (s32_t *dst, s32_t *src, u8_t n)

» voidsnmp_set_sysdesr (u8_t *str, u8_t *len)

e void snmp_set_sysobjid (structsnmp_obj_id *oid)

» void snmp_inc_sysuptime (void)

» void snmp_set_syscontact (u8_t *ocstr, u8_t *ocstrlen)

» void snmp_set_sysname (u8_t *ocstr, u8_t *ocstrlen)

e void snmp_set_syslocation (u8_t *ocstr, u8_t *ocstrlen)
e voidsnmp_insert_arpidx_tree (structnetif *ni, struct ip_addr *ip)
» void snmp_delete arpidx_tree (structnetif *ni, struct ip_addr *ip)
e voidsnmp_insert_ipaddridx_tree (structnetif *ni)

e void snmp_delete ipaddridx_tree (structnetif *ni)

e voidsnmp_insert_iprteidx_tree (u8_t dflt, struchetif *ni)
» void snmp_delete iprteidx_tree (u8_t dflt, strucnetif *ni)
e voidsnmp_insert_udpidx_tree (struct udp_pcb *pcb)

e void snmp_delete udpidx_tree (struct udp_pcb *pcb)

» void noleafs get_object_def (u8_tident_len, s32_t *ident, struatj def *od)
Variables

mib_list_rootnode udp_root
mib_list_rootnodetcpconntree root
mib_list_rootnodeipntomtree root
mib_list_rootnodeiprtetree root
mib_list_rootnodeipaddrtree root
mib_list_rootnode arptree root
mib_list_rootnodeiflist_root

const structnib_array_nodeinternet

Detailed Description
Management Information Base Il (RFC1213) objects famctions.
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Note:

the object identifiers for this MIB-2 and privatdBitree must be kept in sorted ascending orders Thensure

correct getnext operation.

Define Documentation

#define SNMP_ENTERPRISE_ID 26381
IANA assigned enterprise ID for IwlP is 26381

See also:
http://wwv. i ana. org/ assi gnnents/ enterprise-nunbers

Note:

this enterprise ID is assigned to the IwIP projatitpbject identifiers living under this ID areségned by

the IwIP maintainers (contact Christiaan Simons)!
don't change this define, usemp_set_sysobjid()

If you need to create your own private MIB you'dad to apply for your own enterprise ID with

IANA: http://ww. i ana. or g/ nunbers. ht m

Function Documentation

void noleafs_get_object_def (u8_t ident_len, s32_t *ident, struct obj_def * od)
dummy function pointers for non-leaf MIB nodes framb2.c

void objectidncpy (s32_t * dst, s32_t * src, u8_tn)
Copy object identifier (s32_t) array.

Parameters:

dst points to destination
src points to source
n number of sub identifiers to copy.

void ocstrncpy (u8_t * dst, u8_t * src, u8_t n)
Copy octet string.

Parameters:

dst points to destination
src points to source
n number of octets to copy.

void snmp_delete_arpidx_tree (struct netif * ni, struct ip_addr * ip)

Removes ARP table indexes (.xIfIndex.xNetAddressnfarp table index trees.

void snmp_delete_ipaddridx_tree (struct netif * ni)
Removes ipAddrTable indexes (.ipAdEntAddr) fromérdree.

void snmp_delete_iprteidx_tree (u8_t dflt, struct netif * ni)
Removes ipRouteTable indexes (.ipRouteDest) frafairtree.
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Parameters:
dflt non-zero for the default rte, zero for network rte

ni points to network interface for this rte or NUL&rfdefault route to be removed.
void snmp_delete_udpidx_tree (struct udp_pcb * pcb)
Removes udpTable indexes (.udpLocalAddress.udpPacglfrom index tree.

void snmp_inc_sysuptime (void)

Must be called at regular 10 msec interval fronmeet interrupt or signal handler depending on your
runtime environment.

void snmp_insert_arpidx_tree (struct netif * ni, struct ip_addr * ip)

Inserts ARP table indexes (.xIflIndex.xNetAddressioiarp table index trees (both atTable and
ipNetToMediaTable).

void snmp_insert_ipaddridx_tree (struct netif * ni)
Inserts ipAddrTable indexes (.ipAdEntAddr) into éxdtree.

void snmp_insert_iprteidx_tree (u8_t dflt, struct netif * ni)
Inserts ipRouteTable indexes (.ipRouteDest) intteintree.

Parameters:

dflt non-zero for the default rte, zero for network rte
ni points to network interface for this rte

Todo:
record sysuptime for _this_ route when it is idsth(needed for ipRouteAge) in the netif.

void snmp_insert_udpidx_tree (struct udp_pcb * pch)
Inserts udpTable indexes (.udpLocalAddress.udplRuard) into index tree.

void snmp_set_syscontact (u8_t * ocstr, u8_t * ocstrlen)
Initializes sysContact pointers, e.g. ptrs to nofatile memory external to IwlIP.

Parameters:
ocstr if non-NULL then copy str pointer

ocstrlen points to string length, excluding zero terminator
void snmp_set_sysdesr (u8_t * str, u8_t *len)
Initializes sysDescr pointers.

Parameters:

str if non-NULL then copy str pointer
len points to string length, excluding zero terminator

void snmp_set_syslocation (u8_t * ocstr, u8_t * ocstrlen)
Initializes sysLocation pointers, e.g. ptrs to nahatile memory external to IwlP.
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Parameters:

ocdtr if non-NULL then copy str pointer
ocstrlen points to string length, excluding zero terminator

void snmp_set_sysname (u8_t * ocstr, u8_t * ocstrlen)

Initializes sysName pointers, e.g. ptrs to non-til@lanemory external to IwlP.

Parameters:
ocstr if non-NULL then copy str pointer

ocstrlen points to string length, excluding zero terminator
void snmp_set_sysobjid (struct snmp_obj_id * oid)
Initializes sysObjectID value.

Parameters:
oid points to stucsnmp_obj_id to copy

Variable Documentation

struct mib_list_rootnode arptree_root

Initial value: {
&nol eaf s_get _obj ect _def,
&nol eaf s_get _val ue,
&nol eaf s_set _test,
&nol eaf s_set _val ue,
M B_NODE_LR,
0,
NULL,
NULL,
0

}
index root node for atTable

struct mib_list_rootnode iflist_root

Initial value: {
& fentry_get_object_def,
& fentry_get_val ue,
&nol eaf s_set _test,
&nol eaf s_set _val ue,
M B_NODE_LR,
0,
NULL,
NULL,
0

}
index root node for ifTable

const struct mib_array_node internet

Initial value: {
&nol eaf s_get _obj ect _def,
&nol eaf s_get _val ue,
&nol eaf s_set _test,
&nol eaf s_set _val ue,
M B_NODE AR,
1,
internet_ids,
i nt ernet _nodes
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export MIB tree frommib2.c

struct mib_list_rootnode ipaddrtree_root

Initial value: {
&nol eaf s_get _obj ect _def,
&nol eaf s_get _val ue,
&nol eaf s_set _test,
&nol eaf s_set _val ue,
M B_NODE LR,
0,
NULL,
NULL,
0

}
index root node for ipAddrTable

struct mib_list_rootnode ipntomtree_root

Initial value: {
&nol eaf s_get _obj ect _def,
&nol eaf s_get _val ue,
&nol eaf s_set _test,
&nol eaf s_set _val ue,
M B_NODE_LR,
0,
NULL,
NULL,
0

}
index root node for ipNetToMediaTable

struct mib_list_rootnode iprtetree_root

Initial value: {
&nol eaf s_get _obj ect _def,
&nol eaf s_get _val ue,
&nol eaf s_set _test,
&nol eaf s_set _val ue,
M B_NODE LR,
0,
NULL,
NULL,
0

}
index root node for ipRouteTable

struct mib_list_rootnode tcpconntree_root

Initial value: {
&nol eaf s_get _obj ect _def,
&nol eaf s_get _val ue,
&nol eaf s_set _test,
&nol eaf s_set _val ue,
M B_NODE_LR,
0,
NULL,
NULL,
0

}
index root node for tcpConnTable

struct mib_list_rootnode udp_root

Initial value: {
&nol eaf s_get _obj ect _def,
&nol eaf s_get _val ue,
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&nol eaf s_set _test,
&nol eaf s_set _val ue,
M B_NODE LR,

0,

NULL,

NULL,

0

}
index root node for udpTable
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C./OPENSOURCE/LwIP/src/core/[snmp/mib_structs.c File Reference

#include "l w p/opt.h"
#include "I w p/snnp_structs. h"
#include "I w p/ mem h"

Functions

e void snmp_ifindextonetif (s32_t ifindex, struchetif ** netif)

» void snmp_netiftoifindex (structnetif *netif, s32_t *ifidx)

e void snmp_oidtoip (s32_t *ident, struct ip_addr *ip)

» void snmp_iptooid (struct ip_addr *ip, s32_t *ident)

e s8 tsnmp_mib_node _insert (structmib_list_rootnode *rn, s32_t obijid, struct mib_list_node **insn)

» s8 tsnmp_mib_node find (structmib_list_rootnode *rn, s32_t objid, struct mib_list_node **fn)

 mib_list_rootnode* snmp_mib_node_delete (structmib_list_rootnode *rn, struct mib_list_node *n)

* mib_node* snmp_search_tree (structmib_node *node, u8_t ident_len, s32_t *ident, struct snmmgme_ptr
*np)

* mib_node* snmp_expand_tree (structmib_node *node, u8_t ident_len, s32_t *ident, strgomp_obj_id
*oidret)

e U8 _tsnmp_iso_prefix_tst (u8_tident_len, s32_t *ident)

e u8_tsnmp_iso_prefix_expand (u8_t ident_len, s32_t *ident, strusctmp_obj_id *oidret)

Variables
e consts32 prefix [4] ={1, 3, 6, 1}

Detailed Description
MIB tree access/construction functions.

Function Documentation

struct mib_node* snmp_expand_tree (struct mib_node * node, u8_t ident_len, s32_t * ident, struct
snmp_obj_id * oidret)

Tree expansion.

void snmp_ifindextonetif (s32_t ifindex, struct netif ** netif)
Conversion from ifindex to IwlIP netif

Parameters:
ifindex is a s32_t object sub-identifier

netif points to returned netif struct pointer
void snmp_iptooid (struct ip_addr *ip, s32_t * ident)
Conversion from IwlP ip_addr to oid

Parameters:

ip points to input struct
ident points to s32_t ident[4] output
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u8 t snmp_iso_prefix_expand (u8_t ident_len, s32_t *ident, struct snmp_obj_id * oidret)
Expands object identifier to theo.org.dod.internet prefix for use in getnext operation.

Parameters:

ident_len the length of the supplied object identifier
ident points to the array of sub identifiers
oidret points to returned expanded object identifier

Returns:
1 if it matches, 0 otherwise
Note:
ident_len 0 is allowed, expanding to the first kmowbject id!!

u8_t snmp_iso_prefix_tst (u8_tident_len, s32_t * ident)
Test object identifier for thiso.org.dod.internet prefix.

Parameters:

ident_len the length of the supplied object identifier
ident points to the array of sub identifiers

Returns:
1 if it matches, 0 otherwise

struct mib_list_rootnode* snmp_mib_node_delete (struct mib_list_rootnode * rn, struct
mib_list_node * n)

Removes node from idx list if it has a single chéft.

Parameters:

rn points to the root node

n points to the node to delete
Returns:

the nptr to be freed by caller

s8 t snmp_mib_node_find (struct mib_list_rootnode * rn, s32_t objid, struct mib_list_node ** fn)
Finds node in idx list and returns deletion mark.

Parameters:
rn points to the root node
objid is the object sub identifier
fn returns pointer to found node
Returns:

0 if not found, 1 if deletable, 2 can't delete (2wre children), 3 not a list_node

s8 t snmp_mib_node_insert (struct mib_list_rootnode * rn, s32_t objid, struct mib_list_node **
insn)

Inserts node in idx list in a sorted (ascendingortashion and allocates the node if needed.

Parameters:

rn points to the root node

objid is the object sub identifier

insn points to a pointer to the inserted node useddostructing the tree.
Returns:

-1 if failed, 1 if inserted, 2 if present.
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void snmp_netiftoifindex (struct netif * netif, s32_t * ifidx)
Conversion from IwIP netif to ifindex

Parameters:

netif points to a netif struct
ifidx points to s32_t object sub-identifier

void snmp_oidtoip (s32_t *ident, struct ip_addr * ip)
Conversion from oid to IwIP ip_addr

Parameters:
ident points to s32_t ident[4] input
ip points to output struct

struct mib_node* snmp_search_tree (struct mib_node * node, u8_t ident_len, s32_t * ident, struct
snmp_name_ptr * np)

Searches tree for the supplied (scalar?) objeantifd.

Parameters:
node points to the root of the tree ('.internet’)
ident_len the length of the supplied object identifier
ident points to the array of sub identifiers
np points to the found object instance (rerurn)
Returns:
pointer to the requested parent (!) node if sucdésd L otherwise

Variable Documentation

const s32_t prefix[4] ={1, 3, 6, 1}
Jiso.org.dod.internet address prefix,

See also:
snmp_iso_*()
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C./OPENSOURCE/LwIP/src/core/snmp/msg_in.c File Reference

#include "l w p/opt.h"

#i ncl ude <string. h>

#i ncl ude "arch/cc. h"
#include "Iw p/ip_addr.h"
#include "I w p/ mem h"

#i ncl ude "I w p/udp. h"
#include "I w p/stats. h"
#include "I w p/snnp. h"
#include "l w p/snnp_asnl. h"
#include "I w p/snnp_nsg. h"
#include "I w p/snnp_structs. h"

Functions

e void snmp_init (void)

e void snmp_msg_event (u8_t request_id)

e snmp_varbind snmp_varbind_alloc (structsnmp_obj_id *oid, u8_t type, u8_t len)

Variables

e consts32_snmp_version=0
e const chasnmp_publiccommunity [7] = "public"

Detailed Description
SNMP input message processing (RFC1157).

Function Documentation

void snmp_init (void)
Starts SNMP Agent. Allocates UDP pcb and binds Pt ADDR_ANY port 161.

void snmp_msg_event (u8_t request_id)
Handle one internal or external event. Called fog async event. (recv external/private answer)

Parameters:
request_id identifies requests from 0 to (SNMP_CONCURRENT_RHE3ITS-1)

struct snmp_varbind* snmp_varbind_alloc (struct snmp_obj_id * oid, u8_t type, u8_t len)
Varbind-list functions.

Variable Documentation

const char snmp_publiccommunity[7] = "public"
default SNMP community string
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const s32_t snmp_version =0
SNMP v1 ==
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C./OPENSOURCE/LwIP/src/core/lsnmp/msg_out.c File Reference

#include "l w p/opt.h"

#i ncl ude "arch/cc. h"

#include "l w p/udp. h"

#include "Iw p/netif.h"

#i nclude "I w p/snnp. h"

#i nclude "I w p/snnp_asnl. h"

#include "I w p/snnp_nsg. h"

Functions

« voidsnmp_trap_dst_enable (u8_t dst_idx, u8_t enable)

* voidsnmp_trap_dst_ip_set (u8_t dst_idx, struct ip_addr *dst)
e err_tsnmp_send_response (struct snmp_msg_pstat *m_stat)
« err_tsnmp_send_trap (s8_t generic_trap, strusgtmp_obj_id *eoid, s32_t specific_trap)
Variables

snmp_msg_trafrap_msg

Detailed Description
SNMP output message processing (RFC1157).

Output responses and traps are build in two passes:

Pass 0: iterate over the output message backwardetermine encoding lengths Pass 1: the actual
forward encoding of internal form into ASN1

The single-pass encoding method described by Cén&tevens requires extra buffer space and copying
for reversal of the packet. The buffer requiremeam be prohibitively large for big payloads (>= %84
therefore we use the two encoding passes.

Function Documentation

err_t snmp_send_response (struct snmp_msg_pstat * m_stat)

Sends a 'getresponse’ message to the requesttigin

Parameters:

m_stat points to the current message request state source
Returns:

ERR_OK when success, ERR_MEM if we're out of memory
Note:

the caller is responsible for filling in outvb ine& m_stat and provide error-status and index (éxoep
tooBig errors) ...

Todo:
do we need separate rx and tx pcbs for threadex?cas

connect to the originating source Todo:
release some memory, retry and return tooBig? taditassle?
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disassociate remote address and port with this pcb

err_t snmp_send_trap (s8_t generic_trap, struct snmp_obj_id * eoid, s32_t specific_trap)
Sends an generic or enterprise specific trap messag
Parameters:
generic_trap is the trap code

eoid points to enterprise object identifier
specific_trap used for enterprise traps when generic_trap ==

Returns:
ERR_OK when success, ERR_MEM if we're out of memory

Note:
the caller is responsible for filling in outvb ihet trap_msg
the use of the enterpise identifier field is pel®B15. Use .iso.org.dod.internet.mgmt.mib-2.snmmp fo
generic traps and .iso.org.dod.internet.privaterpmises.yourenterprise (sysObjectID) for speditaps.

connect to the TRAP destination
disassociate remote address and port with this pcb

void snmp_trap_dst_enable (u8_t dst_idx, u8_t enable)
Sets enable switch for this trap destination.
Parameters:

dst_idxindex in 0 .. SNMP_TRAP_DESTINATIONS-1
enable switch if O destination is disabled >0 enabled.

void snmp_trap_dst_ip_set (u8_t dst_idx, struct ip_addr * dst)
Sets IPv4 address for this trap destination.
Parameters:

dst_idxindex in 0 .. SNMP_TRAP_DESTINATIONS-1
dst IPv4 address in host order.

Variable Documentation

struct snmp_msg_trap trap_msg
TRAP message structure

85



C:/OPENSOURCE/LwIP/src/corel/stats.c File Reference

#i ncl ude <string. h>
#include "I w p/opt.h"
#include "l w p/def.h"
#include "I w p/stats. h"
#include "I w p/ mem h"

Detailed Description
Statistics module
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C./OPENSOURCE/LwIP/src/corel/sys.c File Reference

#include "l w p/sys. h"
#i nclude "I w p/opt.h"
#include "l w p/def.h"
#i ncl ude "I w p/ nmenp. h"
#include "l w p/tcpip.h"

Functions

» void sys mbox_fetch (sys_mbox_t mbox, void **msg)

» void sys sem_wait (sys_sem_t sem)

* void sys timeout (U32_t msecs, sys_timeout_handler h, void *arg)
» void sys untimeout (sys_timeout_handler h, void *arg)

e intsys sem_wait_timeout (sys_sem_t sem, u32_t timeout)

» void sys msleep (U32_t ms)

Detailed Description
IwIP Operating System abstraction

Function Documentation

void sys_mbox_fetch (sys_mbox_t mbox, void ** msg)

Wait (forever) for a message to arrive in an mbésile waiting, timeouts (for this thread) are
processed.

Parameters:
mbox the mbox to fetch the message from

msg the place to store the message
void sys_msleep (u32_t ms)
Sleep for some ms. Timeouts are processed whipisig.
Parameters:
ms humber of milliseconds to sleep
void sys_sem_wait (sys_sem_t sem)

Wait (forever) for a semaphore to become availalbile waiting, timeouts (for this thread) are
processed.

Parameters:
sem semaphore to wait for
int sys_sem_wait_timeout (sys_sem_t sem, u32_t timeout)
Wait for a semaphore with timeout (specified in ms)

Parameters:

sem semaphore to wait
timeout timeout in ms (0: wait forever)
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Returns:
0 on timeout, 1 otherwise

void sys_timeout (Uu32_t msecs, sys_timeout_handler h, void * arg)
Create a one-shot timer (aka timeout). Timeoutpereessed in the following cases:

» while waiting for a message usiegs_ mbox_fetch()
» while waiting for a semaphore usiegs sem_wait() or sys sem_wait_timeout()
» while sleeping using the inbusys mdeep()

Parameters:

msecs time in milliseconds after that the timer shoukgpiee
h callback function to call when msecs have elapsed
arg argument to pass to the callback function

void sys_untimeout (sys_timeout_handler h, void * arg)
Go through timeout list (for this task only) andn@ve the first matching entry, even though the
timeout has not triggered yet.
Note:
This function only works as expected if there isyamne timeout calling 'h' in the list of timeouts.

Parameters:

h callback function that would be called by the toue
arg callback argument that would be passed to h
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C./OPENSOURCE/LwIP/src/coreltcp.c File Reference

#i ncl ude <string. h>
#include "I w p/opt.h"
#include "l w p/def.h"
#i ncl ude "I w p/ mem h"
#i nclude "I w p/ menp. h"
#include "I w p/snnp. h"
#include "Iw p/tcp.h"

Functions

» voidtcp_init (void)

« voidtcp_tmr (void)

e err_ttcp_close (struct tcp_pcb *pchb)

» voidtcp_abort (struct tcp_pch *pch)

» err_ttcp_bind (struct tcp_pcb *pchb, struct ip_addr *ipaddr, utLport)

» tcp_pcb *tcp_listen (struct tcp_pchb *pchb)

e voidtcp_recved (struct tcp_pcb *pcb, ul6_tlen)

e err_ttcp_connect (struct tcp_pcb *pcb, struct ip_addr *ipaddr, utlport, err_t(*connected)(void *arg, struct
tcp_pcb *tpch, err_t err))

e voidtcp_dowtmr (void)

» voidtcp_fasttmr (void)

e U8_ttcp_segs free (struct tcp_seg *seq)

e u8_ttcp_seg free(struct tcp_seg *seq)

e voidtcp_setprio (struct tcp_pcb *pcb, u8_t prio)

e tcp_pcb *tcp_alloc (u8_t prio)

» tcp_pcb *tcp_new (void)

» voidtcp_arg (struct tcp_pcb *pcb, void *arg)

e voidtcp_pall (struct tcp_pcb *pcb, err_t(*poll)(void *arg, stiutcp_pcb *tpcb), u8_t interval)

e voidtcp_pcb_purge (struct tcp_pcb *pchb)

» voidtcp_pcb_remove (struct tcp_pcb **pcblist, struct tcp_pcb *pcb)

e U32_ttcp_next_iss (void)

Variables

e tcp_pcb *tcp_bound_pcbs

» tcp_listen_pcbs ticp listen_pchs
» tcp_pcb *tcp_active pchbs

e tcp_pcb *tcp_tw_pcbs

Detailed Description
Transmission Control Protocol for IP

This file contains common functions for the TCP iempentation, such as functinos for manipulating the
data structures and the TCP timer functions. TCRtfans related to input and output is founddp in.c
andtcp_out.c respectively.
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Function Documentation

void tcp_abort (struct tcp_pcb * pcb)
Aborts a connection by sending a RST to the rerost and deletes the local protocol control block.
This is done when a connection is killed becausshoftage of memory.

Parameters:
pcb the tcp_pcb to abort

struct tcp_pcb* tcp_alloc (u8_t prio)
Allocate a new tcp_pcb structure.
Parameters:
prio priority for the new pcb

Returns:
a new tcp_pcb that initially is in state CLOSED

void tcp_arg (struct tcp_pcb * pcb, void * arg)
Used to specify the argument that should be pasaitithck functions.

Parameters:

pcb tcp_pcb to set the callback argument
arg void pointer argument to pass to callback function

err_t tcp_bind (struct tcp_pcb * pcb, struct ip_addr * ipaddr, ulé_t port)

Binds the connection to a local portnumber andd&ess. If the IP address is not given (i.e., ipadd
== NULL), the IP address of the outgoing networteiface is used instead.

Parameters:

pcb the tcp_pcb to bind (no check is done whetherghbisis already bound!)
ipaddr the local ip address to bind to (use IP_ADDR_ANYbind to any local address
port the local port to bind to

Returns:
ERR_USE if the port is already in use ERR_OK if hdu

err_t tcp_close (struct tcp_pch * pchb)
Closes the connection held by the PCB.

Listening pcbs are freed and may not be refereacgdmore. Connection pcbs are freed if not yet
connected and may not be referenced any morecdhaection is established (at least SYN received
or in a closing state), the connection is closed,@ut in a closing state. The pcb is then autarabyi
freed intcp_slowtmr (). It is therefore unsafe to reference it.

Parameters:
pcb the tcp_pcb to close

Returns:
ERR_OK if connection has been closed another drcldsing failed and pcb is not freed

err_t tcp_connect (struct tcp_pcb * pcb, struct ip_addr * ipaddr, ul6_t port, err_t(*)(void *arg, struct
tcp_pcb *tpcb, err_t err) connected)

Connects to another host. The function given as'tbanected" argument will be called when the
connection has been established.
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Parameters:

pcb the tcp_pcb used to establish the connection

ipaddr the remote ip address to connect to

port the remote tcp port to connect to

connected callback function to call when connected (or amgr

Returns:
ERR_VAL if invalid arguments are given ERR_OK ifretect request has been sent other err_t values if

connect request couldn't be sent
void tcp_fasttmr (void)
Is called every TCP_FAST_INTERVAL (250 ms) and seddlayed ACKs.
Automatically called frontcp_tmr ().

void tcp_init (void)
Initializes the TCP layer.

struct tcp_pcb* tcp_listen (struct tcp_pcb * pcb)

Set the state of the connection to be LISTEN, whiokans that it is able to accept incoming
connections. The protocol control block is realtedain order to consume less memory. Setting the
connection to LISTEN is an irreversible process.

Parameters:
pcb the original tcp_pcb

Returns:
tcp_pcb used for listening, consumes less memory.

Note:
The original tcp_pcb is freed. This function therefhas to be called like this: tpcb = tcp_listpai);

struct tcp_pcb* tcp_new (void)

Creates a new TCP protocol control block but dogdace it on any of the TCP PCB lists. The pcb is
not put on any list until binding usirigp_bind().

u32_t tcp_next_iss (void)
Calculates a new initial sequence number for nemections.
Returns:

u32_t pseudo random sequence number

void tcp_pcb_purge (struct tcp_pcb * pcb)
Purges a TCP PCB. Removes any buffered data agslttie buffer memory.

Parameters:
pcb tcp_pcb to purge. The pcb itself is not deallodhte

void tcp_pcb_remove (struct tcp_pchb ** pcblist, struct tcp_pcb * pcb)
Purges the PCB and removes it from a PCB list. delgyed ACKs are sent first.

Parameters:

pchblist PCB list to purge.
pcb tcp_pcb to purge. The pcb itself is also dealledht
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void tcp_poll (struct tcp_pcb * pcb, err_t(*)(void *arg, struct tcp_pcb *tpcb) poll, u8_t interval)

Used to specify the function that should be cafiedodically from TCP. The interval is specified in
terms of the TCP coarse timer interval, which iedawice a second.

void tcp_recved (struct tcp_pcb * pcb, ul6_t len)

This function should be called by the applicatiohew it has processed the data. The purpose is to
advertise a larger window when the data has bemsepsed.

Parameters:
pcb the tcp_pcb for which data is read

len the amount of bytes that have been read by thiicapipn
u8_t tcp_seg_free (struct tcp_seg * seq)
Frees a TCP segment (tcp_seg structure).
Parameters:
seg single tcp_seg to free

Returns:
the number of pbufs that were deallocated

u8_t tcp_segs_free (struct tcp_seg * seg)
Deallocates a list of TCP segments (tcp_seg strestu
Parameters:
seg tcp_seq list of TCP segments to free

Returns:
the number of pbufs that were deallocated

void tcp_setprio (struct tcp_pchb * pch, u8_t prio)
Sets the priority of a connection.

Parameters:
pcb the tcp_pcb to manipulate

prio new priority
void tcp_slowtmr (void)

Called every 500 ms and implements the retransomidsiner and the timer that removes PCBs that
have been in TIME-WAIT for enough time. It also liements various timers such as the inactivity
timer in each PCB.

Automatically called frontcp_tmr ().

void tcp_tmr (void)
Called periodically to dispatch TCP timers.

Variable Documentation

struct tcp_pcb* tcp_active_pcbs
List of all TCP PCBs that are in a state in whigbytaccept or send data.
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struct tcp_pcb* tcp_bound_pcbs
List of all TCP PCBs bound but not yet (connecididtpning)

union tcp_listen_pchs_t tcp_listen_pcbs
List of all TCP PCBs in LISTEN state

struct tcp_pcb* tcp_tw_pcbs
List of all TCP PCBs in TIME-WAIT state
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C./OPENSOURCE/LwIP/src/corel/tcp_in.c File Reference

#i
#i
#i
#i
#i
#i
#i
#i
#i
#i
#i

ncl ude "I wi p/def.h"
ncl ude "I wi p/opt.h"
ncl ude "I wi p/ip_addr. h"
nclude "I w p/netif.h"
ncl ude "I w p/ mem h"
ncl ude "I w p/ menp. h"
nclude "I w p/inet.h"
ncl ude "I w p/tcp. h"
ncl ude "l w p/stats. h"
ncl ude "arch/ perf.h"
ncl ude "I w p/snnp. h"

Functions

void tcp_input (struct pbuf *p, struchetif *inp)

Detailed Description
Transmission Control Protocol, incoming traffic

The input processing functions of the TCP layer.

These functions are generally called in the ordpriifiput() ->) tcp_input() -> * tcp_process() ->
tcp_receive() (-> application).

Function Documentation

void tcp_input (struct pbuf * p, struct netif * inp)

The initial input processing of TCP. It verifiesetiCP header, demultiplexes the segment between
the PCBs and passes it on to tcp_process(), whiglements the TCP finite state machine. This
function is called by the IP layer (ip_input()).

Parameters:

p received TCP segment to process (p->payload pagind the IP header)
inp network interface on which this segment was reszbiv
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C./OPENSOURCE/LwIP/src/coreltcp_out.c File Reference

#i ncl ude <string. h>

#i ncl ude "I wi p/def.h"
#include "l w p/opt.h"
#i ncl ude "I w p/ mem h"
#i nclude "I w p/ menp. h"
#i ncl ude "I w p/sys.h"
#include "Iw p/ip_addr.h"
#include "Iw p/netif.h"
#include "l w p/inet.h"
#include "Iw p/tcp.h"
#include "I w p/stats. h"
#i nclude "l w p/snnp. h"
Functions

err_ttep_send_ctrl (struct tcp_pcb *pcb, u8_t flags)

err_ttcp_write (struct tcp_pcb *pcb, const void *data, ul6_t led, t copy)

err_ttcp_enqueue (struct tcp_pcb *pcb, void *arg, ul6_t len, u8agk, u8_t copy, u8_t *optdata, u8_t optlen)
err_ttcp_output (struct tcp_pcb *pchb)

voidtcp_rst (u32_t segno, u32_t ackno, struct ip_addr *logalstruct ip_addr *remote_ip, ul6_t local_port,
ul6_t remote_port)

void tcp_rexmit_rto (struct tcp_pcb *pcb)

void tcp_rexmit (struct tcp_pch *pch)

void tcp_keepalive (struct tcp_pcb *pch)

Detailed Description
Transmission Control Protocol, outgoing traffic
The output functions of TCP.

Function Documentation

err_t tcp_enqueue (struct tcp_pcb * pcb, void * arg, ul6_tlen, u8_t flags, u8_t copy, u8_t * optdata,
u8_t optlen)

Enqueue either data or TCP options (but not bathjrinmission
Called bytcp_connect(), tcp_listen_input()tcp_send_ctrl() andtcp_write().

Parameters:
pcb Protocol control block for the TCP connection tmjeeue data for.
arg Pointer to the data to be enqueued for sending.
len Data length in bytes
flagstcp header flags to set in the outgoing segment
copy 1 if data must be copied, 0 if data is non-vodasihd can be referenced.
optdata
optlen
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void tcp_keepalive (struct tcp_pcb * pcb)
Send keepalive packets to keep a connection aaitiveugh no data is sent over it.
Called bytcp_dlowtmr()

Parameters:
pcb the tcp_pch for which to send a keepalive packet

err_t tcp_output (struct tcp_pchb * pch)
Find out what we can send and send it
Parameters:
pcb Protocol control block for the TCP connection ¢énd data

Returns:
ERR_OK if data has been sent or nothing to senthanerr_t on error

void tcp_rexmit (struct tcp_pcb * pcb)
Requeue the first unacked segment for retransmissio
Called by tcp_receive() for fast retramsmit.

Parameters:
pcb the tcp_pcb for which to retransmit the first ukeat segment

void tcp_rexmit_rto (struct tcp_pcb * pch)
Requeue all unacked segments for retransmission
Called bytcp_dowtmr () for slow retransmission.

Parameters:
pcb the tcp_pchb for which to re-enqueue all unackegirsmts

void tcp_rst (u32_t seqno, u32_t ackno, struct ip_addr * local_ip, struct ip_addr * remote_ip, ul6_t
local_port, ul6é_t remote_port)

Send a TCP RESET packet (empty segment with RETs#8) either to abort a connection or to show
that there is no matching local connection for@eged segment.

Called bytcp_abort() (to abort a local connectiortgp_input() (if no matching local pcb was found),
tcp_listen_input() (if incoming segment has ACKgflget) and tcp_process() (received segment in the
wrong state)

Since a RST segment is in most cases not seninfactive connectiortcp_rst() has a number of
arguments that are taken from a tcp_pch for méstrategment output functions.

Parameters:
segno the sequence number to use for the outgoing segmen
ackno the acknowledge number to use for the outgoingneed
local_ip the local IP address to send the segment from
remote_ip the remote IP address to send the segment to
local_port the local TCP port to send the segment from
remote_port the remote TCP port to send the segment to

err_t tcp_send_ctrl (struct tcp_pcb * pcb, u8_t flags)
Called bytcp_close() to send a segment including flags but not data.
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Parameters:
pcb the tcp_pcb over which to send a segment
flags the flags to set in the segment header
Returns:
ERR_OK if sent, another err_t otherwise

err_t tcp_write (struct tcp_pchb * pcb, const void * data, ul6_t len, u8_t copy)
Write data for sending (but does not send it imraisdly).

It waits in the expectation of more data being sn (as it can send them more efficiently by
combining them together). To prompt the systemetodsdata now, calicp_output() after calling

tep_write().
Parameters:
pcb Protocol control block of the TCP connection tojeeue data for.
data pointer to the data to send
len length (in bytes) of the data to send
copy 1 if data must be copied, 0 if data is non-vodasihd can be referenced.
Returns:
ERR_OK if enqueued, another err_t on error
See also:

tep_write()
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C:./OPENSOURCE/LwIP/src/coreludp.c File Reference

#i ncl ude <string. h>
#include "I w p/opt.h"
#include "l w p/def.h"
#i ncl ude "I w p/ nmenp. h"
#include "I w p/inet.h"
#include "Iw p/ip_addr.h"
#include "Iw p/netif.h"
#i ncl ude "I w p/udp. h"
#include "l w p/icnp. h"
#include "I w p/stats. h"
#i nclude "arch/perf.h"
#i nclude "l w p/snnp. h"

Functions

e void udp_init (void)

e void udp_input (struct pbuf *p, struchetif *inp)

« err_tudp_sendto (struct udp_pchb *pcb, struct pbuf *p, struct ipdaddst_ip, ul6_t dst_port)

e err_tudp_send (struct udp_pcb *pcb, struct pbuf *p)

e err_tudp_bind (struct udp_pcb *pcb, struct ip_addr *ipaddr, utlport)

» err_tudp_connect (struct udp_pcb *pcb, struct ip_addr *ipaddr, utlort)

» void udp_disconnect (struct udp_pch *pchb)

» void udp_recv (struct udp_pcb *pchb, void(*recv)(void *arg, sttuap_pch *upcb, struct pbuf *p, struct ip_addr
*addr, ul6_t port), void *recv_arg)

» void udp_remove (struct udp_pch *pchb)

* udp_pcb *udp_new (void)

Detailed Description
User Datagram Protocol module

Function Documentation

err_t udp_bind (struct udp_pcb * pcb, struct ip_addr *ipaddr, ul6_t port)
Bind an UDP PCB.

Parameters:

pcb UDP PCB to be bound with a local address ipaddrpant.

ipaddr local IP address to bind with. Use IP_ADDR_ANYbiod to all local interfaces.
port local UDP port to bind with. Use 0 to automatigddind to a random port between
UDP_LOCAL_PORT_RANGE_START and UDP_LOCAL_PORT_RANGHD.

ipaddr & port are expected to be in the same bideraas in the pcb.

Returns:
IwIP error code.
« ERR_OK. Successful. No error occured.
« ERR_USE. The specified ipaddr and port are alréayd to by another UDP PCB.
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See also:
udp_disconnect()

err_t udp_connect (struct udp_pcb * pcb, struct ip_addr *ipaddr, ul6_t port)
Connect an UDP PCB.
This will associate the UDP PCB with the remoterads.

Parameters:

pcb UDP PCB to be connected with remote address ipauidport.
ipaddr remote IP address to connect with.
port remote UDP port to connect with.

Returns:
IwIP error code
ipaddr & port are expected to be in the same bideraas in the pcb.

The udp pcb is bound to a random local port ifaicady bound.

See also:
udp_disconnect()

TODO: this functionality belongs in upper layers

void udp_disconnect (struct udp_pcb * pcb)
Disconnect a UDP PCB

Parameters:
pcb the udp pcb to disconnect.

void udp_init (void)
Initialize the UDP module

void udp_input (struct pbuf * p, struct netif *inp)
Process an incoming UDP datagram.

Given an incoming UDP datagram (as a chain of phibfs function finds a corresponding UDP PCB
and hands over the pbuf to the pcbs recv functfamo pcb is found or the datagram is incorrecg, th
pbufis freed.

Parameters:
p pbuf to be demultiplexed to a UDP PCB.

inp network interface on which the datagram was rexckiv

struct udp_pcb* udp_new (void)
Create a UDP PCB.

Returns:
The UDP PCB which was created. NULL if the PCB datacture could not be allocated.

See also:
udp_remove()
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void udp_recv (struct udp_pcb * pcb, void(*)(void *arg, struct udp_pcb *upchb, struct pbuf *p, struct
ip_addr *addr, ul6_t port) recv, void * recv_arg)

Set a receive callback for a UDP PCB
This callback will be called when receiving a dateny for the pcb.

Parameters:

pcb the pcb for wich to set the recv callback
recv function pointer of the callback function
recv_arg additional argument to pass to the callback fumcti

void udp_remove (struct udp_pchb * pch)
Remove an UDP PCB.

Parameters:
pcb UDP PCB to be removed. The PCB is removed fronlishef UDP PCB's and the data structure is
freed from memory.

See also:
udp_new()

err_t udp_send (struct udp_pcb * pcb, struct pbuf * p)
Send data using UDP.

Parameters:

pcb UDP PCB used to send the data.
p chain of pbuf's to be sent.

The datagram will be sent to the current remot& ipemote_port stored in pcb. If the pcb is not
bound to a port, it will automatically be boundateandom port.

Returns:

IwlP error code.

« ERR_OK. Successful. No error occured.

e ERR_MEM. Out of memory.

« ERR_RTE. Could not find route to destination adslres

* More errors could be returned by lower protocoklay
See also:

udp_disconnect() udp_sendto()

err_t udp_sendto (struct udp_pcb * pcb, struct pbuf * p, struct ip_addr * dst_ip, ul6_t dst_port)
Send data to a specified address using UDP.

Parameters:

pcb UDP PCB used to send the data.
p chain of pbuf's to be sent.

dst_ip Destination IP address.
dst_port Destination UDP port.

dst_ip & dst_port are expected to be in the sante dwgler as in the pcb.
If the PCB already has a remote address associ#tioil be restored after the data is sent.

Returns:
IwIP error code (

See also:
udp_send for possible error codes)
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udp_disconnect() udp_send()
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C./OPENSOURCE/LwIP/src/include/ipv4/lwip/autoip.h File Reference

#include "l w p/opt.h"
#include "Iw p/netif.h"
#include "l w p/udp. h"
#include "netif/etharp.h”

Functions

» void autoip_init (void)

e err_tautoip_start (structnetif *netif)

e err_tautoip_stop (structnetif *netif)

e void autoip_arp_reply (structnetif *netif, structetharp_hdr *hdr)
» void autoip_tmr (void)

Detailed Description
AutolP Automatic LinkLocal IP Configuration

Function Documentation

void autoip_arp_reply (struct netif * netif, struct etharp_hdr * hdr)
Handles every incoming ARP Packet, called by ethamp input.

Parameters:
netif network interface to use for autoip processing

hdr Incoming ARP packet
void autoip_init (void)
Initialize this module

err_t autoip_start (struct netif * netif)
Start AutolP client

Parameters:
netif network interface on which start the AutolP client
err_t autoip_stop (struct netif * netif)
Stop AutolP client

Parameters:
netif network interface on which stop the AutolP client

void autoip_tmr (void)
Has to be called in loop every AUTOIP_TMR_INTERVAtilliseconds
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C./OPENSOURCE/LwIP/src/include/lwip/dhcp.h File Reference

#include "l w p/opt.h"
#include "Iw p/netif.h"
#include "l w p/udp. h"

Defines

. #defineDHCP_COARSE_TIMER_SECS 60
. #defineDHCP_FINE_TIMER_MSECS 500

«  #defineDHCP_OPTIONS LEN DHCP_MIN_OPTIONS_LEN
. #defineDHCP_MSG_OFS (UDP_DATA_OFS)

. #defineDHCP_REQUESTING 1

. #defineDHCP_BACKING_OFF 12

. #defineDHCP_AUTOIP_COOP_STATE_OFF 0

«  #defineDHCP_OPTION_PAD 0

. #defineDHCP_OPTION_REQUESTED [P 50

. #defineDHCP_OVERLOAD_NONE 0

Functions

* PACK_STRUCT_END err_@lhcp_start (structnetif *netif)
» err_tdhcp_renew (structnetif *netif)

» err_tdhcp_release (structnetif *netif)

e void dhcp_stop (structnetif *netif)

e void dhcp_inform (structnetif *netif)

» void dhcp_coarse tmr (void)

» void dhcp_fine_tmr (void)

Variables
+ PACK_STRUCT_BEGIN struahcp_msg PACK_STRUCT_STRUCT

Detailed Description

Define Documentation

#define DHCP_AUTOIP_COOP_STATE_OFF 0
AUTOIP cooperatation flags

#define DHCP_BACKING_OFF 12
not yet implemented #define DHCP_RELEASING 11

#define DHCP_COARSE_TIMER_SECS 60
period (in seconds) of the application callaftecp_coar se tmr ()
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#define DHCP_FINE_TIMER_MSECS 500
period (in milliseconds) of the application callidgcp_fine tmr()

#define DHCP_MSG_OFS (UDP_DATA_OFS)
DHCP message item offsets and length

#define DHCP_OPTION_PAD 0
BootP options

#define DHCP_OPTION_REQUESTED_IP 50
DHCP options

#define DHCP_OPTIONS_LEN DHCP_MIN_OPTIONS_LEN
set this to be sufficient for your options in olitgpDHCP msgs

#define DHCP_OVERLOAD_NONE 0
possible combinations of overloading the file andrse fields with options

#define DHCP_REQUESTING 1
DHCP client states

Function Documentation

void dhcp_coarse_tmr (void)
The DHCP timer that checks for lease renewal/rebimdouts.

void dhcp_fine_tmr (void)
DHCP transaction timeout handling

A DHCP server is expected to respond within a spertod of time. This timer checks whether an
outstanding DHCP request is timed out.

void dhcp_inform (struct netif * netif)
Inform a DHCP server of our manual configuration.

This informs DHCP servers of our fixed IP addressfiguration by sending an INFORM message. It
does not involve DHCP address configuration, jiiss here to be nice to the network.

Parameters:
netif The IwlP network interface

err_t dhcp_release (struct netif * netif)
Release a DHCP lease.

Parameters:
netif network interface which must release its lease
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err_t dhcp_renew (struct netif * netif)
Renew an existing DHCP lease at the involved DHé&Res.

Parameters:
netif network interface which must renew its lease

PACK_STRUCT_END err_t dhcp_start (struct netif * netif)
Start DHCP negotiation for a network interface.

If no DHCP client instance was attached to thigrifiaice, a new client is created first. If a DHCP
client instance was already present, it restagetiegion.

Parameters:
netif The IwlP network interface

Returns:
IwlP error code
« ERR_OK - No error
* ERR_MEM - Out of memory

void dhcp_stop (struct netif * netif)
Remove the DHCP client from the interface.

Parameters:
netif The network interface to stop DHCP on

Variable Documentation

PACK_STRUCT_BEGIN struct dhcp_msg PACK_STRUCT_STRUCT
minimum set of fields of any DHCP message
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C:./OPENSOURCE/LwIP/src/include/lwip/snmp_asnl.h File Reference

#include "l w p/opt.h"
#i ncl ude "arch/cc. h"
#include "l wi p/err.h"
#i ncl ude "I w p/pbuf.h"
#i nclude "I w p/snnp. h"

Functions

e err_tsnmp_asnl_dec_type (struct pbuf *p, ul6_t ofs, u8_t *type)

» err_tsnmp_asnl dec length (struct pbuf *p, ul6_t ofs, u8_t *octets_used, ulength)
e err_tsnmp_asnl _dec u32t (struct pbuf *p, ul6_t ofs, ul6 tlen, u32_t *vaju

e err_tsnmp_asnl dec s32t (struct pbuf *p, ul6_t ofs, ul6_tlen, s32_t *w&u

e err_tsnmp_asnl dec oid (struct pbuf *p, ul6_t ofs, ul6_t len, strgomp_obj_id *oid)
e err_tsnmp_asnl dec raw (struct pbuf *p, ul6_t ofs, ul6_tlen, ul6_t raen,lu8 t *raw)
« voidsnmp_asnl enc length cnt (ul16_t length, u8_t *octets needed)

» voidsnmp_asnl enc u32t_cnt (u32_t value, ul6_t *octets needed)

e voidsnmp_asnl enc s32t_cnt (s32_t value, ul6_t *octets_needed)

e voidsnmp_asnl enc oid_cnt (u8_tident_len, s32_t *ident, ul6_t *octets_nehde

« err_tsnmp_asnl enc_type (struct pbuf *p, ul6_t ofs, u8_t type)

e err_tsnmp_asnl_enc_length (struct pbuf *p, ul6_t ofs, ul6_t length)

e err_tsnmp_asnl _enc u32t (struct pbuf *p, ul6_t ofs, u8 t octets_neede@, ti¥alue)

e err_tsnmp_asnl enc s32t (struct pbuf *p, ul6_t ofs, u8_t octets_needed, s8alue)

* err_tsnmp_asnl enc oid (struct pbuf *p, ul6_t ofs, u8_tident_len, s38dent)

e err_tsnmp_asnl enc raw (struct pbuf *p, ul6_t ofs, u8_t raw_len, u8_twja

Detailed Description
Abstract Syntax Notation One (ISO 8824, 8825) codec

Function Documentation

err_t snmp_asnl_dec_length (struct pbuf * p, ul6_t ofs, u8 t * octets_used, ul6_t * length)
Decodes length field from incoming pbuf chain ihtust length.

Parameters:

p points to a pbuf holding an ASN1 coded length

ofs points to the offset within the pbuf chain of 8N1 coded length
octets used returns number of octets used by the length code
length return host order length, upto 64k

Returns:
ERR_OK if successfull, ERR_ARG if we can't (or wipdecode

Todo:
: do we need to accept inefficient codings with ynkeading zero's?

err_t snmp_asnl_dec_oid (struct pbuf * p, ul6_t ofs, ul6_t len, struct snmp_obj_id * oid)
Decodes object identifier from incoming message artay of s32_t.
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Parameters:
p points to a pbuf holding an ASN1 coded object fdien
ofs points to the offset within the pbuf chain of %®&N1 coded object identifier
len length of the coded object identifier
oid return object identifier struct
Returns:
ERR_OK if successfull, ERR_ARG if we can't (or wipdecode

err_t snmp_asnl_dec_raw (struct pbuf * p, ul6_t ofs, ul6_tlen, ulé_t raw_len, u8 t * raw)

Decodes (copies) raw data (ip-addresses, octagstropaque encoding) from incoming message into
array.

Parameters:
p points to a pbuf holding an ASN1 coded raw data
ofs points to the offset within the pbuf chain of N1 coded raw data
len length of the coded raw data (zero is valid, emgpty string!)
raw_len length of the raw return value
raw return raw bytes
Returns:
ERR_OK if successfull, ERR_ARG if we can't (or vipdecode

err_tsnmp_asnl_dec_s32t (struct pbuf * p, ul6 _t ofs, ulé_tlen, s32_t * value)
Decodes integer into s32_t.

Parameters:
p points to a pbuf holding an ASN1 coded integer
ofs points to the offset within the pbuf chain of N1 coded integer
len length of the coded integer field
value return host order integer
Returns:
ERR_OK if successfull, ERR_ARG if we can't (or wipdecode

Note:
ASN coded integers are _always_ signed!

err_t snmp_asnl_dec_type (struct pbuf * p, ul6_t ofs, u8_t * type)
Retrieves type field from incoming pbuf chain.

Parameters:
p points to a pbuf holding an ASN1 coded type field
ofs points to the offset within the pbuf chain of #h&N1 coded type field
type return ASN1 type
Returns:
ERR_OK if successfull, ERR_ARG if we can't (or wipdecode

err_t snmp_asnl_dec_u32t (struct pbuf * p, ul6_t ofs, ulé_t len, u32_t * value)
Decodes positive integer (counter, gauge, timeticks u32_t.

Parameters:
p points to a pbuf holding an ASN1 coded integer
ofs points to the offset within the pbuf chain of ®8N1 coded integer
len length of the coded integer field
value return host order integer
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Returns:
ERR_OK if successfull, ERR_ARG if we can't (or vipdecode

Note:
ASN coded integers are _always_ signed. E.g. +OkRE§Eoded as 0x00,0xFF,0xFF. Note the leading sign
octet. A positive value of OXFFFFFFFF is precedéti @x00 and the length is 5 octets!!

err_t snmp_asnl_enc_length (struct pbuf * p, ul6_t ofs, ul6_t length)
Encodes host order length field into a pbuf chaid8t1 msg.

Parameters:
p points to output pbuf to encode length into
ofs points to the offset within the pbuf chain
length is the host order length to be encoded

Returns:
ERR_OK if successfull, ERR_ARG if we can't (or vipehcode

void snmp_asnl_enc_length_cnt (ul6_t length, u8_t * octets_needed)

Returns octet count for length.

Parameters:

length
octets _needed points to the return value

err_t snmp_asnl_enc_oid (struct pbuf * p, ul6_t ofs, u8 tident_len, s32_t *ident)
Encodes object identifier into a pbuf chained AShkg.

Parameters:
p points to output pbuf to encode oid into
ofs points to the offset within the pbuf chain
ident_len object identifier array length
ident points to object identifier array

Returns:
ERR_OK if successfull, ERR_ARG if we can't (or wpencode

void snmp_asnl _enc_oid_cnt (u8_t ident_len, s32_t *ident, ul6_t * octets_needed)

Returns octet count for an object identifier.

Parameters:
ident_len object identifier array length
ident points to object identifier array
octets needed points to the return value

err_t snmp_asnl_enc_raw (struct pbuf * p, ul6_t ofs, u8_t raw_len, u8_t *raw)
Encodes raw data (octet string, opaque) into a phaiihed ASN1 msg.

Parameters:
p points to output pbuf to encode raw data into
ofs points to the offset within the pbuf chain
raw_len raw data length
raw points raw data

Returns:
ERR_OK if successfull, ERR_ARG if we can't (or vipehcode
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err_t snmp_asnl_enc_s32t (struct pbuf * p, ul6_t ofs, u8_t octets_needed, s32_t value)
Encodes s32_t integer into a pbuf chained ASN1 msg.

Parameters:

p points to output pbuf to encode value into

ofs points to the offset within the pbuf chain

octets needed encoding length (frolsnmp_asnl enc _s32t_cnt())
value is the host order s32_t value to be encoded

Returns:
ERR_OK if successfull, ERR_ARG if we can't (or vipehcode

See also:
snmp_asnl enc s32t_cnt()

void snmp_asnl _enc_s32t_cnt (s32_t value, ul6_t * octets_needed)
Returns octet count for an s32_t.

Parameters:

value
octets _needed points to the return value

Note:
ASN coded integers are _always_ signed.

err_tsnmp_asnl_enc_type (struct pbuf * p, ulé_t ofs, u8_t type)
Encodes ASN type field into a pbuf chained ASN1 msg

Parameters:

p points to output pbuf to encode value into
ofs points to the offset within the pbuf chain
typeinput ASN1 type

Returns:
ERR_OK if successfull, ERR_ARG if we can't (or vipehcode

err_tsnmp_asnl_enc_u32t (struct pbuf * p, ul6_t ofs, u8 t octets_needed, u32_t value)
Encodes u32_t (counter, gauge, timeticks) intouf pbained ASN1 msg.

Parameters:

p points to output pbuf to encode value into

ofs points to the offset within the pbuf chain

octets needed encoding length (frorsnmp_asnl enc u32t_cnt())
value is the host order u32_t value to be encoded

Returns:
ERR_OK if successfull, ERR_ARG if we can't (or wpencode

See also:
snmp_asnl enc_u32t_cnt()
void snmp_asnl_enc_u32t_cnt (u32_t value, ul6_t * octets_needed)
Returns octet count for an u32_t.

Parameters:

value
octets needed points to the return value
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Note:

ASN coded integers are _always_ signed. E.g. +OkR&[€oded as 0x00,0xFF,0xFF. Note the leading sign
octet. A positive value of OXFFFFFFFF is precedéti @x00 and the length is 5 octets!!
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C./OPENSOURCE/LwIP/src/include/lwip/snmp_msg.h File Reference

#include "l w p/opt.h"

#i ncl ude "arch/cc. h"

#i nclude "l w p/snnp. h"
#include "I w p/snnp_structs. h"

Functions

» void snmp_init (void)

e voidsnmp_trap_dst_enable (u8_t dst_idx, u8_t enable)

* voidsnmp_trap_dst_ip_set (u8_t dst_idx, struct ip_addr *dst)

e snmp_varbind snmp_varbind_alloc (structsnmp_obj_id *oid, u8_t type, u8_t len)

» void snmp_msg_event (u8_t request_id)

e err_tsnmp_send_response (struct snmp_msg_pstat *m_stat)

« err_tsnmp_send_trap (s8_t generic_trap, strustmp_obj_id *eoid, s32_t specific_trap)

Variables

e consts32_snmp_version
» const chasnmp_publiccommunity [7]
e snmp_msg_trafrap_msg

Detailed Description
SNMP Agent message handling structures.

Function Documentation

void snmp_init (void)
Starts SNMP Agent. Allocates UDP pcb and binds [Pt ADDR_ANY port 161.

void snmp_msg_event (u8_t request_id)
Handle one internal or external event. Called fog async event. (recv external/private answer)

Parameters:
request_id identifies requests from 0 to (SNMP_CONCURRENT_RHEZITS-1)

err_t snmp_send_response (struct snmp_msg_pstat * m_stat)
Sends a 'getresponse' message to the requesatrigin
Parameters:
m_stat points to the current message request state source
Returns:
ERR_OK when success, ERR_MEM if we're out of memory
Note:

the caller is responsible for filling in outvb ine& m_stat and provide error-status and index (éxoep
tooBig errors) ...

111



Todo:
do we need separate rx and tx pcbs for threadexPcas

connect to the originating source Todo:
release some memory, retry and return tooBig? taditassle?

disassociate remote address and port with this pcb

err_t snmp_send_trap (s8_t generic_trap, struct snmp_obj_id * eoid, s32_t specific_trap)
Sends an generic or enterprise specific trap messag

Parameters:

generic_trap is the trap code
eoid points to enterprise object identifier
specific_trap used for enterprise traps when generic_trap ==

Returns:
ERR_OK when success, ERR_MEM if we're out of memory

Note:

the caller is responsible for filling in outvb ind trap_msg
the use of the enterpise identifier field is pefRE15. Use .iso.org.dod.internet.mgmt.mib-2.snnp fo
generic traps and .iso.org.dod.internet.privaterpnises.yourenterprise (sysObjectID) for speditaps.

connect to the TRAP destination
disassociate remote address and port with this pcb

void snmp_trap_dst_enable (u8_t dst_idx, u8_t enable)
Sets enable switch for this trap destination.

Parameters:
dst_idxindex in 0 .. SNMP_TRAP_DESTINATIONS-1

enable switch if O destination is disabled >0 enabled.
void snmp_trap_dst_ip_set (u8_t dst_idx, struct ip_addr * dst)
Sets IPv4 address for this trap destination.

Parameters:

dst_idx index in 0 .. SNMP_TRAP_DESTINATIONS-1
dst IPv4 address in host order.

struct snmp_varbind* snmp_varbind_alloc (struct snmp_obj_id * oid, u8_t type, u8_t len)
Varbind-list functions.

Variable Documentation

const char snmp_publiccommunity[7]
default SNMP community string
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const s32_t snmp_version
SNMP v1 ==

struct snmp_msg_trap trap_msg
TRAP message structure
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C:/OPENSOURCE/LwIP/src/include/lwip/snmp_structs.h File
Reference

#include "I w p/opt.h"
#i nclude "arch/cc. h"
#i nclude "I w p/snnp. h"

Defines

e #defineMIB_NODE_SC 0x01
» #defineMIB_NODE_AR 0x02
» #defineMIB_NODE_RA 0x03
e #defineMIB_NODE_LR 0x04
e #defineMIB_NODE_EX 0x05

Typedefs
» typedefmib_nodemib_scalar_node

Functions

e void noleafs get_object_def (u8_tident_len, s32_t *ident, struathj def *od)

» void snmp_oidtoip (s32_t *ident, struct ip_addr *ip)

e void snmp_iptooid (struct ip_addr *ip, s32_t *ident)

» void snmp_ifindextonetif (s32_t ifindex, structetif ** netif)

e void snmp_netiftoifindex (structnetif *netif, s32_t *ifidx)

» s8 tsnmp_mib_node insert (structmib_list_rootnode *rn, s32_t objid, struct mib_list_node **insn)

» s8 tsnmp_mib_node find (structmib_list_rootnode *rn, s32_t objid, struct mib_list_node **fn)

 mib_list_rootnode* snmp_mib_node_delete (structmib_list_rootnode *rn, struct mib_list_node *n)

* mib_node* snmp_search_tree (structmib_node *node, u8_t ident_len, s32_t *ident, struct snmgme_ptr
*np)

* mib_node* snmp_expand_tree (structmib_node *node, u8_t ident_len, s32_t *ident, strgomp_obj_id
*oidret)

e U8 _tsnmp_iso_prefix_tst (u8_tident_len, s32_t *ident)

e u8_tsnmp_iso_prefix_expand (u8_t ident_len, s32_t *ident, strusctmp_obj_id *oidret)

Variables
e const structmib_array_nodeinternet

Detailed Description
Generic MIB tree structures.

Todo:
namespace prefixes

Define Documentation

#define MIB_NODE_AR 0x02
MIB const array node
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#define MIB_NODE_EX 0x05
MIB node for external objects

#define MIB_NODE_LR 0x04
MIB list root node (mem_malloced from RAM)

#define MIB_NODE_RA 0x03
MIB array node (mem_malloced from RAM)

#define MIB_NODE_SC 0x01
MIB const scalar (.0) node

Typedef Documentation

typedef struct mib_node mib_scalar_node
derived node for scalars .0 index

Function Documentation

void noleafs_get_object_def (u8_t ident_len, s32_t *ident, struct obj_def * od)
dummy function pointers for non-leaf MIB nodes fraomb2.c

struct mib_node* snmp_expand_tree (struct mib_node * node, u8_t ident_len, s32_t * ident, struct
snmp_obj_id * oidret)

Tree expansion.

void snmp_ifindextonetif (s32_t ifindex, struct netif ** netif)
Conversion from iflndex to IwlIP netif

Parameters:
ifindex is a s32_t object sub-identifier

netif points to returned netif struct pointer
void snmp_iptooid (struct ip_addr *ip, s32_t * ident)
Conversion from IwlP ip_addr to oid

Parameters:
ip points to input struct

ident points to s32_t ident[4] output
u8_t snmp_iso_prefix_expand (u8_t ident_len, s32_t *ident, struct snmp_obj_id * oidret)
Expands object identifier to theo.org.dod.internet prefix for use in getnext operation.

Parameters:

ident_len the length of the supplied object identifier
ident points to the array of sub identifiers
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oidret points to returned expanded object identifier

Returns:
1 if it matches, 0 otherwise

Note:
ident_len 0 is allowed, expanding to the first kmosbject id!!

u8 t snmp_iso_prefix_tst (u8_t ident_len, s32_t *ident)
Test object identifier for thiso.org.dod.internet prefix.

Parameters:

ident_len the length of the supplied object identifier
ident points to the array of sub identifiers

Returns:
1 if it matches, 0 otherwise

struct mib_list_rootnode* snmp_mib_node_delete (struct mib_list_rootnode * rn, struct
mib_list_node * n)

Removes node from idx list if it has a single chéft.

Parameters:

rn points to the root node
n points to the node to delete

Returns:
the nptr to be freed by caller

s8 tsnmp_mib_node_find (struct mib_list_rootnode * rn, s32_t objid, struct mib_list_node ** fn)
Finds node in idx list and returns deletion mark.

Parameters:

rn points to the root node
objid is the object sub identifier
fn returns pointer to found node

Returns:
0 if not found, 1 if deletable, 2 can't delete (hre children), 3 not a list_node

s8 tsnmp_mib_node_insert (struct mib_list_rootnode * rn, s32_t objid, struct mib_list_node **
insn)

Inserts node in idx list in a sorted (ascendingortashion and allocates the node if needed.

Parameters:

rn points to the root node
objid is the object sub identifier
insn points to a pointer to the inserted node useddostructing the tree.

Returns:
-1 if failed, 1 if inserted, 2 if present.
void snmp_netiftoifindex (struct netif * netif, s32_t * ifidx)
Conversion from IwIP netif to ifindex

Parameters:
netif points to a netif struct
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ifidx points to s32_t object sub-identifier

void snmp_oidtoip (s32_t *ident, struct ip_addr * ip)
Conversion from oid to IwlP ip_addr

Parameters:
ident points to s32_t ident[4] input
ip points to output struct

struct mib_node* snmp_search_tree (struct mib_node * node, u8_t ident_len, s32_t *ident, struct
snmp_name_ptr * np)

Searches tree for the supplied (scalar?) objeatifd.

Parameters:

node points to the root of the tree ('.internet’)
ident_len the length of the supplied object identifier
ident points to the array of sub identifiers

np points to the found object instance (rerurn)

Returns:
pointer to the requested parent (!) node if sucdésd.L otherwise

Variable Documentation

const struct mib_array_node internet
export MIB tree frommib2.c
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C./OPENSOURCE/LwIP/src/netif/etharp.c File Reference

#i ncl ude <string. h>
#include "I w p/opt.h"
#include "I w p/inet.h"
#include "netif/etharp.h”
#include "l w p/ip.h"
#include "I w p/stats. h"
#include "I w p/snnp. h"

#i nclude "I w p/autoip.h"
Defines

» #defineARP_MAXAGE 240

e #defineARP_MAXPENDING 2
o #defineEETHARP_TRY_HARD 1
Functions

void etharp_init (void)

void etharp_tmr (void)

s8_tetharp_find_addr (structnetif *netif, struct ip_addr *ipaddr, struct eth_addr **eth, s#tuct ip_addr
**p_ret)

void etharp_ip_input (structnetif *netif, struct pbuf *p)

void etharp_arp_input (structnetif *netif, struct eth_addr *ethaddr, struct pbuf *p)

err_tetharp_output (structnetif *netif, struct pbuf *q, struct ip_addr *ipaddr)

err_tetharp_query (structnetif *netif, struct ip_addr *ipaddr, struct pbuf *q)

err_tetharp_raw (structnetif *netif, const struct eth_addr *ethsrc_addr, const setictaddr *ethdst_addr,
const struct eth_addr *hwsrc_addr, const struchdlalr *ipsrc_addr, const struct eth_addr *hwdst_adalnst
struct ip_addr *ipdst_addr, const ul6_t opcode)

err_tetharp_request (structnetif *netif, struct ip_addr *ipaddr)

Detailed Description
Address Resolution Protocol module for IP over Eibe

Functionally, ARP is divided into two parts. Thesfimaps an IP address to a physical address when
sending a packet, and the second part answerssteduam other machines for our physical address.

This implementation complies with RFC 826 (EthesBP). It supports Gratuitious ARP from RFC3220
(IP Mobility Support for IPv4) section 4.6 if antémface calls etharp_query(our_netif, its_ip_addr,
NULL) upon address change.

Define Documentation

#define ARP_MAXAGE 240

the time an ARP entry stays valid after its lastlatp, for ARP_TMR_INTERVAL = 5000, this is
(240 * 5) seconds = 20 minutes.
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#define ARP_MAXPENDING 2

the time an ARP entry stays pending after firsuesg, for ARP_TMR_INTERVAL = 5000, this is (2
* 5) seconds = 10 seconds.

#define ETHARP_TRY_HARD 1

Try hard to create a new entry - we want the IPreskito appear in the cache (even if this means
removing an active entry or so).

Function Documentation

void etharp_arp_input (struct netif * netif, struct eth_addr * ethaddr, struct pbuf * p)

Responds to ARP requests to us. Upon ARP repliassi@add entry to cache send out queued IP
packets. Updates cache with snooped address pairs.

Should be called for incoming ARP packets. The phdlie argument is freed by this function.

Parameters:

netif The IwlP network interface on which the ARP paqgietf arrived.
ethaddr Ethernet address of netif.
p The ARP packet that arrived on netif. Is freedHig function.

Returns:
NULL

See also:
pbuf_freg()

s8 t etharp_find_addr (struct netif * netif, struct ip_addr * ipaddr, struct eth_addr ** eth_ret, struct
ip_addr **ip_ret)

Finds (stable) ethernet/IP address pair from ARtasing interface and IP address index.
Note:
the addresses in the ARP table are in network brder

Parameters:

netif points to interface index

ipaddr points to the (network order) IP address index
eth_ret points to return pointer

ip_ret points to return pointer

Returns:
table index if found, -1 otherwise

void etharp_init (void)
Initializes ARP module.

void etharp_ip_input (struct netif * netif, struct pbuf * p)
Updates the ARP table using the given IP packet.

Uses the incoming IP packet's source address tateigle ARP cache for the local network. The
function does not alter or free the packet. Thiefion must be called before the packet p is passed
the IP layer.
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Parameters:

netif The IwlP network interface on which the IP pagietf arrived.
p The IP packet that arrived on netif.

Returns:
NULL

See also:
pbuf_free()

err_t etharp_output (struct netif * netif, struct pbuf * q, struct ip_addr * ipaddr)
Resolve and fill-in Ethernet address header fog@ing packet.

For IP multicast and broadcast, corresponding B#teaddresses are selected and the packet is
transmitted on the link.

For unicast addresses, the packet is submittethtwp_query(). In case the IP address is outside the
local network, the IP address of the gateway isluse

Parameters:

netif The IwlP network interface which the IP packet & sent on.
g The pbuf(s) containing the IP packet to be sent.
ipaddr The IP address of the packet destination.

Returns:

« ERR_RTE No route to destination (no gateway toreelenetworks), or the return type of either
etharp_query() or etharp_send_ip().

err_t etharp_query (struct netif * netif, struct ip_addr * ipaddr, struct pbuf * q)
Send an ARP request for the given IP address agdéare a packet.

If the IP address was not yet in the cache, a pgndlRP cache entry is added and an ARP request is
sent for the given address. The packet is queugdi®entry.

If the IP address was already pending in the caamew ARP request is sent for the given address.
The packet is queued on this entry.

If the IP address was already stable in the caaiga packet is given, it is directly sent and fPA
request is sent out.

If the IP address was already stable in the caneno packet is given, an ARP request is sent out.

Parameters:

netif The IwlP network interface on which ipaddr musigoeried for.
ipaddr The IP address to be resolved.
g If non-NULL, a pbuf that must be delivered to tReaddress. q is not freed by this function.

Note:
g must only be ONE packet, not a packet queue!

Returns:

« ERR_BUF Could not make room for Ethernet header.

« ERR_MEM Hardware address unknown, and no more ARRfes available to query for address or
gueue the packet.

« ERR_MEM Could not queue packet due to memory sberta

« ERR_RTE No route to destination (no gateway toreienetworks).

« ERR_ARG Non-unicast address given, those will pgtesr in ARP cache.
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err_t etharp_raw (struct netif * netif, const struct eth_addr * ethsrc_addr, const struct eth_addr *
ethdst_addr, const struct eth_addr * hwsrc_addr, const struct ip_addr * ipsrc_addr, const struct
eth_addr * hwdst_addr, const struct ip_addr * ipdst_addr, const ul6_t opcode)

Send a raw ARP packet (opcode and all addressdsecanodified)

Parameters:
netif the lwip network interface on which to send thePApacket
ethsrc_addr the source MAC address for the ethernet header
ethdst_addr the destination MAC address for the ethernet heade
hwsrc_addr the source MAC address for the ARP protocol header
ipsrc_addr the source IP address for the ARP protocol header
hwdst_addr the destination MAC address for the ARP protoaader
ipdst_addr the destination IP address for the ARP protocallee
opcode the type of the ARP packet

Returns:

ERR_OK if the ARP packet has been sent ERR_MEMe&fARP packet couldn't be allocated any other
err_t on failure

err_t etharp_request (struct netif * netif, struct ip_addr * ipaddr)
Send an ARP request packet asking for ipaddr.

Parameters:

netif the lwip network interface on which to send thguest
ipaddr the IP address for which to ask

Returns:
ERR_OK if the request has been sent ERR_MEM ifAR® packet couldn't be allocated any other err_t on

failure
void etharp_tmr (void)
Clears expired entries in the ARP table.

This function should be called every ETHARP_TMR_BRVAL microseconds (5 seconds), in order
to expire entries in the ARP table.
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C:/OPENSOURCE/LwIP/src/netif/ethernetif.c File Reference

#include "l w p/opt.h"

#i ncl ude "I wi p/def.h"
#include "l w p/ mem h"

#i ncl ude "I w p/pbuf.h"
#include "l w p/sys. h"
#include <l w p/stats. h>
#include "netif/etharp.h”

Functions
» err_tethernetif_init (structnetif *netif)

Detailed Description
Ethernet Interface Skeleton

Function Documentation

err_t ethernetif_init (struct netif * netif)

Should be called at the beginning of the prograrsetoup the network interface. It calls the functio
low_level_init() to do the actual setup of the haade.

This function should be passed as a parameteztib add().

Parameters:
netif the lwip network interface structure for this etistif

Returns:
ERR_OK if the loopif is initialized ERR_MEM if prate data couldn't be allocated any other err_trmr e
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C./OPENSOURCE/LwIP/src/netif/loopif.c File Reference
#include "l w p/opt.h"

Detailed Description
Loop Interface
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C./OPENSOURCE/LwIP/src/netif/slipif.c File Reference

#include "netif/slipif.h"
#include "I w p/opt.h"
#include "l w p/def.h"

#i ncl ude "I w p/pbuf.h"
#include "l w p/sys. h"
#include "I w p/stats. h"
#include "I w p/sio.h"

Functions

« err_tdipif_output (structnetif *netif, struct pbuf *p, struct ip_addr *ipaddr)
» err_tdipif_init (structnetif *netif)

Detailed Description
SLIP Interface

Function Documentation

err_t slipif_init (struct netif * netif)
SLIP netif initialization
Call the arch specific sio_open and remember tlemeqg device in the state field of the netif.
Parameters:
netif the lwip network interface structure for this #lip

Returns:
ERR_OK if serial line could be opened, ERR_IF isaddine couldn't be opened

Note:
netif->num must contain the number of the seriat fwopen (0 by default)

err_t slipif_output (struct netif * netif, struct pbuf * p, struct ip_addr * ipaddr)
Send a pbuf doing the necessary SLIP encapsulation
Uses the serial layer's sio_send()

Parameters:

netif the lwip network interface structure for this #lip
p the pbuf chaing packet to send
ipaddr the ip address to send the packet to (not useslifif)

Returns:
always returns ERR_OK since the serial layer de¢provide return values
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lwIP Page Documentation

Todo List

File asnl_dec.c
not optimised (yet), favor correctness over spéadyr speed over size

Global snmp_asnl_dec_length (struct pbuf *p, ul6_t ofs, u8 t *octets_used, ul6_t *length)
: do we need to accept inefficient codings with ynkading zero's?

File asnl_enc.c
not optimised (yet), favor correctness over spéadyr speed over size

Global snmp_insert_iprteidx_tree (u8_t dflt, struct netif *ni)
record sysuptime for _this_ route when it is insthlneeded for ipRouteAge) in the netif.

Global snmp_send_response (struct snmp_msg_pstat *m_stat)
do we need separate rx and tx pcbs for threadexPcas

Global snmp_send_response (struct snmp_msg_pstat *m_stat)
release some memory, retry and return tooBig? taditassle?

File shnmp_structs.h
namespace prefixes
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C:/OPENSOURCE/LwIP/src/core/ Directory
Reference, 2
C:/OPENSOURCE/LwIP/src/core/dhcp.c, 40
C:/OPENSOURCE/LwIP/src/corelinet.c, 42
C:/OPENSOURCE/LwIP/src/corelinet6.c, 44
C:/OPENSOURCE/LwIP/src/corelipv4/ Directory
Reference, 3
C:/OPENSOURCE/LwIP/src/corelipv4/autoip.c, 45
C:/OPENSOURCE/LwIP/src/corelipv4/icmp.c, 47
C:/OPENSOURCE/LwIP/src/corefipv4/igmp.c, 48
C:/OPENSOURCE/LwIP/src/corelipvé/ip.c, 51
C:/OPENSOURCE/LwIP/src/corelipv4/ip_addr.c, 53
C:/OPENSOURCE/LwIP/src/corelipva/ip_frag.c, 54
C:/OPENSOURCE/LwIP/src/corelipv6/ Directory
Reference, 3
C:/OPENSOURCE/LwIP/src/core/mem.c, 55
C:/OPENSOURCE/LwIP/src/core/memp.c, 56
C:/OPENSOURCE/LwIP/src/core/netif.c, 57
C:/OPENSOURCE/LwIP/src/core/pbuf.c, 61
C:/OPENSOURCE/LwIP/src/core/raw.c, 65
C:/OPENSOURCE/LwIP/src/core/snmp/ Directory
Reference, 6
C:/OPENSOURCE/LwIP/src/core/snmp/asnl_dec.c,
68
C:/OPENSOURCE/LwIP/src/core/snmp/asnl_enc.c,
70
C:/OPENSOURCE/LwIP/src/core/snmp/mib_structs.
c, 79
C:/OPENSOURCE/LwIP/src/core/snmp/mib2.c, 73
C:/OPENSOURCE/LwIP/src/core/snmp/msg_in.c, 82
C:/OPENSOURCE/LwIP/src/core/snmp/msg_out.c,
84
C:/OPENSOURCE/LwIP/src/core/stats.c, 86
C:/OPENSOURCE/LwIP/src/corelsys.c, 87
C:/OPENSOURCE/LwIP/src/corel/tcp.c, 89
C:/OPENSOURCE/LwIP/src/coreltcp_in.c, 94
C:/OPENSOURCE/LwIP/src/core/tcp_out.c, 95
C:/OPENSOURCE/LwIP/src/core/udp.c, 98
C:/OPENSOURCE/LwIP/src/include/ Directory
Reference, 3
C:/OPENSOURCE/LwIP/src/include/ipv4/ Directory
Reference, 3
C:/OPENSOURCE/LwIP/src/include/ipva/lwip/
Directory Reference, 4
C:/OPENSOURCE/LwIP/src/include/ipv4/lwip/autoi
p.h, 102
C:/OPENSOURCE/LwIP/src/include/ipvé/ Directory
Reference, 3
C:/OPENSOURCE/LwIP/src/include/ipv6/Iwip/
Directory Reference, 4
C:/OPENSOURCE/LwIP/src/include/lwip/ Directory
Reference, 3
C:/OPENSOURCE/LwIP/src/include/lwip/dhcp.h,
103

C:/OPENSOURCE/LwIP/src/include/lwip/snmp_asn
1.h, 106
C:/OPENSOURCE/LwIP/src/include/lwip/snmp_msg
.h, 111
C:/OPENSOURCE/LwIP/src/include/lwip/snmp_stru
cts.h, 114
C:/OPENSOURCE/LwIP/srcl/include/netif/ Directory
Reference, 5
C:/OPENSOURCE/LwIP/src/netif/ Directory
Reference, 5
C:/OPENSOURCE/LwIP/src/netif/letharp.c, 118
C:/OPENSOURCE/LwIP/src/netif/ethernetif.c, 122
C:/OPENSOURCE/LwIP/src/netif/loopif.c, 123
C:/OPENSOURCE/LwIP/src/netif/ppp/ Directory
Reference, 5
C:/OPENSOURCE/LwIP/src/netif/slipif.c, 124
dhcp
netif, 17
dhcp.c
dhcp_coarse_tmr, 40
dhcp_fine_tmr, 40
dhcp_inform, 40
dhcp_release, 41
dhcp_renew, 41
dhcp_start, 41
dhcp_stop, 41
dhcp.h
DHCP_AUTOIP_COOP_STATE_OFF, 103
DHCP_BACKING_OFF, 103
DHCP_COARSE_TIMER_SECS, 103
dhcp_coarse_tmr, 104
DHCP_FINE_TIMER_MSECS, 104
dhcp_fine_tmr, 104
dhcp_inform, 104
DHCP_MSG_OFS, 104
DHCP_OPTION_PAD, 104
DHCP_OPTION_REQUESTED_IP, 104
DHCP_OPTIONS_LEN, 104
DHCP_OVERLOAD_NONE, 104
dhcp_release, 104
dhcp_renew, 105
DHCP_REQUESTING, 104
dhcp_start, 105
dhcp_stop, 105
PACK_STRUCT_STRUCT, 105
DHCP_AUTOIP_COOP_STATE_OFF
dhcp.h, 103
DHCP_BACKING_OFF
dhcp.h, 103
DHCP_COARSE_TIMER_SECS
dhcp.h, 103
dhcp_coarse_tmr
dhcp.c, 40
dhcp.h, 104
DHCP_FINE_TIMER_MSECS
dhcp.h, 104

127



dhcp_fine_tmr

dhcp.c, 40

dhcp.h, 104
dhcp_inform

dhcp.c, 40

dhcp.h, 104
dhcp_msg, 7
DHCP_MSG_OFS

dhcp.h, 104
DHCP_OPTION_PAD

dhcp.h, 104
DHCP_OPTION_REQUESTED_IP

dhcp.h, 104
DHCP_OPTIONS_LEN

dhcp.h, 104
DHCP_OVERLOAD_NONE

dhcp.h, 104
dhcp_release

dhep.c, 41

dhcp.h, 104
dhcp_renew

dhcp.c, 41

dhcp.h, 105
DHCP_REQUESTING

dhcp.h, 104
dhcp_start

dhcp.c, 41

dhcp.h, 105
dhcp_stop

dhep.c, 41

dhcp.h, 105
do_bind

api_msg.c, 32
do_close

api_msg.c, 32
do_connect

api_msg.c, 32
do_delconn

api_msg.c, 32
do_disconnect

api_msg.c, 33
do_join_leave_group

api_msg.c, 33
do_listen

api_msg.c, 33
do_netifapi_dhcp_start

netifapi.c, 35
do_netifapi_dhcp_stop

netifapi.c, 35
do_netifapi_netif_add

netifapi.c, 35
do_netifapi_netif_remove

netifapi.c, 35
do_newconn

api_msg.c, 33
do_recv

api_msg.c, 33
do_send
api_msg.c, 33
do_write
api_msg.c, 33
etharp.c
ARP_MAXAGE, 118
ARP_MAXPENDING, 119
etharp_arp_input, 119
etharp_find_addr, 119
etharp_init, 119
etharp_ip_input, 119
etharp_output, 120
etharp_query, 120
etharp_raw, 121
etharp_request, 121
etharp_tmr, 121
ETHARP_TRY_HARD, 119
etharp_arp_input
etharp.c, 119
etharp_find_addr
etharp.c, 119
etharp_hdr, 8
etharp_init
etharp.c, 119
etharp_ip_input
etharp.c, 119
etharp_output
etharp.c, 120
etharp_g_entry, 9
etharp_query
etharp.c, 120
etharp_raw
etharp.c, 121
etharp_request
etharp.c, 121
etharp_tmr
etharp.c, 121
ETHARP_TRY_HARD
etharp.c, 119
ethernetif, 10
ethernetif.c
ethernetif_init, 122
ethernetif_init
ethernetif.c, 122
flags
netif, 17
get_object_def
mib_node, 15
get_object_def_a
mib_external_node, 12
get_object_def _pc
mib_external_node, 12
get_object_def g
mib_external_node, 12
get_value

128



mib_node, 15
htonl
inet.c, 42
htons
inet.c, 42
hwaddr
netif, 17
hwaddr_len
netif, 18
icmp.c
icmp_dest_unreach, 47
icmp_input, 47
icmp_dest_unreach
icmp.c, 47
icmp_input
icmp.c, 47
ident_cmp
mib_external_node, 12
ifinoctets
netif, 18
iflist_root
mib2.c, 76
igmp.c
igmp_init, 48
igmp_input, 48
igmp_ip_output_if, 49
igmp_joingroup, 49
igmp_leavegroup, 49
igmp_lookfor_group, 49
igmp_lookup_group, 49
igmp_send, 50
igmp_start_timer, 50
igmp_stop_timer, 50
igmp_timeout, 50
igmp_tmr, 50
igmp_init
igmp.c, 48
igmp_input
igmp.c, 48
igmp_ip_output_if
igmp.c, 49
igmp_joingroup
igmp.c, 49
igmp_leavegroup
igmp.c, 49
igmp_lookfor_group
igmp.c, 49
igmp_lookup_group
igmp.c, 49
igmp_send
igmp.c, 50
igmp_start_timer
igmp.c, 50
igmp_stop_timer
igmp.c, 50
igmp_timeout

igmp.c, 50
igmp_tmr

igmp.c, 50
inet.c

htonl, 42

htons, 42

inet_addr, 42

inet_aton, 43

inet_chksum_pbuf, 43

inet_ntoa, 43

ntohl, 43

ntohs, 43
inet_addr

inet.c, 42
inet_aton

inet.c, 43
inet_chksum_pbuf

inet.c, 43

inet6.c, 44
inet_ntoa

inet.c, 43
inet6.c

inet_chksum_pbuf, 44
input

netif, 18
internet

mib2.c, 76

snmp_structs.h, 117
ip.c

ip_init, 51

ip_input, 51

ip_output, 52

ip_output_if, 52

ip_route, 52
ip_addr

netif, 18
ip_addr.c

ip_addr_isbroadcast, 53
ip_addr_isbroadcast

ip_addr.c, 53
ip_init

ip.c, 51
ip_input

ip.c, 51
ip_output

ip.c, 52
ip_output_if

ip.c, 52
ip_route

ip.c, 52
ipaddrtree_root

mib2.c, 77
ipntomtree_root

mib2.c, 77
iprtetree_root

mib2.c, 77

129



level_length
mib_external_node, 12
link_callback
netif, 18
link_speed
netif, 18
link_type
netif, 18
linkoutput
netif, 18
mem.c
mem_malloc, 55
mem_malloc
mem.c, 55
memp.c
memp_free, 56
memp_init, 56
memp_malloc_fn, 56
memp_free
memp.c, 56
memp_init
memp.c, 56
memp_malloc_fn
memp.c, 56
mib_array_node, 11
mib_external_node, 12
addr_inf, 12
get_object_def _a, 12
get_object_def pc, 12
get_object_def g, 12
ident_cmp, 12
level_length, 12
tree_levels, 12
mib_list_rootnode, 14
mib_node, 15
get_object_def, 15
get value, 15
node_type, 15
set_test, 15
set_value, 15
MIB_NODE_AR
snmp_structs.h, 114
MIB_NODE_EX
snmp_structs.h, 115
MIB_NODE_LR
snmp_structs.h, 115
MIB_NODE_RA
snmp_structs.h, 115
MIB_NODE_SC
snmp_structs.h, 115
mib_ram_array node, 16
mib_scalar_node
snmp_structs.h, 115
mib_structs.c
prefix, 81
snmp_expand_tree, 79

snmp_ifindextonetif, 79
snmp_iptooid, 79
snmp_iso_prefix_expand, 80
snmp_iso_prefix_tst, 80
snmp_mib_node_delete, 80
snmp_mib_node_find, 80
snmp_mib_node_insert, 80
snmp_netiftoifindex, 81
snmp_oidtoip, 81
snmp_search_tree, 81

mib2.c

arptree_root, 76

iflist_root, 76

internet, 76

ipaddrtree_root, 77
ipntomtree_root, 77
iprtetree_root, 77
noleafs_get_object_def, 74
objectidncpy, 74

ocstrnecpy, 74
snmp_delete_arpidx_tree, 74
snmp_delete_ipaddridx_tree, 74
snmp_delete_iprteidx_tree, 74
snmp_delete_udpidx_tree, 75
SNMP_ENTERPRISE_ID, 74
snmp_inc_sysuptime, 75
snmp_insert_arpidx_tree, 75
snmp_insert_ipaddridx_tree, 75
snmp_insert_iprteidx_tree, 75
snmp_insert_udpidx_tree, 75
snmp_set_syscontact, 75
snmp_set_sysdesr, 75
snmp_set_syslocation, 75
snmp_set_sysname, 76
snmp_set_sysobijid, 76
tcpconntree_root, 77

udp_root, 77
msg_in.c
snmp_init, 82

snmp_msg_event, 82
snmp_publiccommunity, 82
snmp_varbind_alloc, 82
snmp_version, 83

msg_out.c

snmp_send_response, 84
snmp_send_trap, 85
snmp_trap_dst_enable, 85
snmp_trap_dst_ip_set, 85
trap_msg, 85

mtu

netif, 18

name

netif, 18

netbuf_alloc

api_lib.c, 26

netbuf _chain

130



api_lib.c, 27
netbuf_data
api_lib.c, 27
netbuf_delete
api_lib.c, 27
netbuf_first
api_lib.c, 27
netbuf free
api_lib.c, 27
netbuf_new
api_lib.c, 27
netbuf_next
api_lib.c, 28
netbuf_ref
api_lib.c, 28
netconn_accept
api_lib.c, 28
netconn_addr
api_lib.c, 28
netconn_bind
api_lib.c, 28
netconn_close
api_lib.c, 29
netconn_connect
api_lib.c, 29
netconn_delete
api_lib.c, 29
netconn_disconnect
api_lib.c, 29

netconn_join_leave_group

api_lib.c, 29
netconn_listen
api_lib.c, 29

netconn_new_with_proto_and_callback

api_lib.c, 30
netconn_peer
api_lib.c, 30
netconn_recv
api_lib.c, 30
netconn_send
api_lib.c, 30
netconn_sendto
api_lib.c, 31
netconn_type
api_lib.c, 31
netconn_write
api_lib.c, 31
netif, 17
autoip, 17
dhep, 17
flags, 17
hwaddr, 17
hwaddr_len, 18
ifinoctets, 18
input, 18
ip_addr, 18

link_callback, 18
link_speed, 18
link_type, 18
linkoutput, 18
mtu, 18
name, 18
next, 18
num, 18
output, 18
state, 18
status_callback, 19
ts, 19

netif.c
netif_add, 57
netif_default, 60
netif_find, 58
netif_init, 58
netif_is_up, 58
netif_list, 60
netif_remove, 58
netif_set_addr, 58
netif_set_default, 58
netif_set_down, 58
netif_set_gw, 58
netif_set_ipaddr, 59

netif_set_link_callback, 59
netif_set_link_down, 59

netif_set_link_up, 59
netif_set_netmask, 59

netif_set_status_callback, 59

netif_set_up, 59
netif_add

netif.c, 57
netif_default

netif.c, 60
netif_find

netif.c, 58
netif_init

netif.c, 58
netif_is_up

netif.c, 58
netif_list

netif.c, 60
netif_remove

netif.c, 58
netif_set_addr

netif.c, 58
netif_set_default

netif.c, 58
netif_set_down

netif.c, 58
netif_set_gw

netif.c, 58
netif_set_ipaddr

netif.c, 59
netif_set_link_callback

131



netif.c, 59
netif_set_link_down
netif.c, 59
netif_set_link_up
netif.c, 59
netif_set_netmask
netif.c, 59
netif_set_status_callback
netif.c, 59
netif_set_up
netif.c, 59
netifapi.c
do_netifapi_dhcp_start, 35
do_netifapi_dhcp_stop, 35
do_netifapi_netif_add, 35
do_netifapi_netif_remove, 35
netifapi_dhcp_start, 35
netifapi_dhcp_stop, 35
netifapi_netif_add, 36
netifapi_netif_remove, 36
netifapi_dhcp_start
netifapi.c, 35
netifapi_dhcp_stop
netifapi.c, 35
netifapi_netif_add
netifapi.c, 36
netifapi_netif_remove
netifapi.c, 36
next
netif, 18
node_type
mib_node, 15
noleafs_get_object_def
mib2.c, 74
snmp_structs.h, 115
nse, 20
r_id, 20
r_nl, 20
r_ptr, 20
ntohl
inet.c, 43
ntohs
inet.c, 43
num
netif, 18
obj_def, 21
objectidncpy
mib2.c, 74
ocstrncpy
mib2.c, 74
output
netif, 18
PACK_STRUCT_STRUCT
dhcp.h, 105
pbuf.c
pbuf_alloc, 61

pbuf_cat, 62
pbuf_chain, 62
pbuf_clen, 62
pbuf_copy, 63

pbuf_copy_patrtial, 63

pbuf_dechain, 63
pbuf_free, 63
pbuf_header, 64
pbuf_realloc, 64
pbuf_ref, 64
pbuf_alloc
pbuf.c, 61
pbuf_cat
pbuf.c, 62
pbuf_chain
pbuf.c, 62
pbuf_clen
pbuf.c, 62
pbuf_copy
pbuf.c, 63
pbuf_copy_patrtial
pbuf.c, 63
pbuf_dechain
pbuf.c, 63
pbuf_free
pbuf.c, 63
pbuf_header
pbuf.c, 64
pbuf_realloc
pbuf.c, 64
pbuf_ref
pbuf.c, 64
prefix
mib_structs.c, 81
r_id
nse, 20
r_nl
nse, 20
r_ptr
nse, 20
raw.c
raw_bind, 65
raw_connect, 66
raw_init, 66
raw_input, 66
raw_new, 66
raw_recv, 66
raw_remove, 67
raw_send, 67
raw_sendto, 67
raw_bind
raw.c, 65
raw_connect
raw.c, 66
raw_init
raw.c, 66

132



raw_input
raw.c, 66

raw_new
raw.c, 66

raw_recv
raw.c, 66

raw_remove
raw.c, 67

raw_send
raw.c, 67

raw_sendto
raw.c, 67

set_test
mib_node, 15

set_value
mib_node, 15

slipif.c
slipif_init, 124
slipif_output, 124

slipif_init
slipif.c, 124

slipif_output
slipif.c, 124

snmp_asnl.h
snmp_asnl_dec_length, 106
snmp_asnl_dec_oid, 106
snmp_asnl_dec_raw, 107
snmp_asnl_dec_s32t, 107
snmp_asnl_dec_type, 107
snmp_asnl_dec_u32t, 107
snmp_asnl_enc_length, 108
snmp_asnl_enc_length_cnt, 108
snmp_asnl_enc_oid, 108
snmp_asnl_enc_oid_cnt, 108
snmp_asnl_enc_raw, 108
snmp_asnl_enc_s32t, 109
snmp_asnl_enc_s32t_cnt, 109
snmp_asnl_enc_type, 109
snmp_asnl_enc_u32t, 109
snmp_asnl_enc_u32t_cnt, 109

snmp_asnl_dec_length
asnl_dec.c, 68
snmp_asnl.h, 106

snmp_asnl_dec_oid
asnl_dec.c, 68
snmp_asnl.h, 106

snmp_asnl_dec_raw
asnl_dec.c, 68
snmp_asnl.h, 107

snmp_asnl_dec_s32t
asnl_dec.c, 69
snmp_asnl.h, 107

snmp_asnl_dec_type
asnl_dec.c, 69
snmp_asn1.h, 107

snmp_asnl_dec_u32t

asnl_dec.c, 69
snmp_asnl.h, 107
snmp_asnl_enc_length
asnl_enc.c, 70
snmp_asnl.h, 108
snmp_asnl_enc_length_cnt
asnl_enc.c, 70
snmp_asnl.h, 108
snmp_asnl_enc_oid
asnl_enc.c, 70
snmp_asnl.h, 108
snmp_asnl_enc_oid_cnt
asnl _enc.c, 71
snmp_asnl.h, 108
snmp_asnl_enc_raw
asnl _enc.c, 71
snmp_asnl.h, 108
snmp_asnl_enc_s32t
asnl_enc.c, 71
snmp_asnl.h, 109
snmp_asnl_enc_s32t_cnt
asnl _enc.c, 71
snmp_asnl.h, 109
snmp_asnl_enc_type
asnl_enc.c, 71
snmp_asnl.h, 109
snmp_asnl_enc_u32t
asnl_enc.c, 72
snmp_asnl.h, 109
snmp_asnl_enc_u32t_cnt
asnl_enc.c, 72
snmp_asnl.h, 109
snmp_delete_arpidx_tree
mib2.c, 74
snmp_delete_ipaddridx_tree
mib2.c, 74
snmp_delete_iprteidx_tree
mib2.c, 74
snmp_delete_udpidx_tree
mib2.c, 75
SNMP_ENTERPRISE_ID
mib2.c, 74
snmp_expand_tree
mib_structs.c, 79
snmp_structs.h, 115
snmp_ifindextonetif
mib_structs.c, 79
snmp_structs.h, 115
snmp_inc_sysuptime
mib2.c, 75
snmp_init
msg_in.c, 82
snmp_msg.h, 111
snmp_insert_arpidx_tree
mib2.c, 75
snmp_insert_ipaddridx_tree

133



mib2.c, 75
snmp_insert_iprteidx_tree
mib2.c, 75
snmp_insert_udpidx_tree
mib2.c, 75
snmp_iptooid
mib_structs.c, 79
snmp_structs.h, 115
snmp_iso_prefix_expand
mib_structs.c, 80
snmp_structs.h, 115
snmp_iso_prefix_tst
mib_structs.c, 80
snmp_structs.h, 116
snmp_mib_node_delete
mib_structs.c, 80
snmp_structs.h, 116
snmp_mib_node_find
mib_structs.c, 80
snmp_structs.h, 116
snmp_mib_node_insert
mib_structs.c, 80
snmp_structs.h, 116
snmp_msg.h
snmp_init, 111
snmp_msg_event, 111
snmp_publiccommunity, 112
snmp_send_response, 111
snmp_send_trap, 112
snmp_trap_dst_enable, 112
snmp_trap_dst_ip_set, 112
snmp_varbind_alloc, 112
snmp_version, 113
trap_msg, 113
snmp_msg_event
msg_in.c, 82
snmp_msg.h, 111
snmp_netiftoifindex
mib_structs.c, 81
snmp_structs.h, 116
snmp_obj_id, 22
snmp_oidtoip
mib_structs.c, 81
snmp_structs.h, 117
snmp_publiccommunity
msg_in.c, 82
snmp_msg.h, 112
snmp_resp_header_lengths, 23
snmp_search_tree
mib_structs.c, 81
snmp_structs.h, 117
snmp_send_response
msg_out.c, 84
snmp_msg.h, 111
snmp_send_trap
msg_out.c, 85

snmp_msg.h, 112
snmp_set_syscontact
mib2.c, 75
snmp_set_sysdesr
mib2.c, 75
snmp_set_syslocation
mib2.c, 75
snmp_set_sysname
mib2.c, 76
snmp_set_sysobjid
mib2.c, 76
snmp_structs.h
internet, 117
MIB_NODE_AR, 114
MIB_NODE_EX, 115
MIB_NODE_LR, 115
MIB_NODE_RA, 115
MIB_NODE_SC, 115
mib_scalar_node, 115
noleafs_get_object_def, 115
snmp_expand_tree, 115
snmp_ifindextonetif, 115
snmp_iptooid, 115
snmp_iso_prefix_expand, 115
snmp_iso_prefix_tst, 116
snmp_mib_node_delete, 116
snmp_mib_node_find, 116
snmp_mib_node_insert, 116
snmp_netiftoifindex, 116
snmp_oidtoip, 117
snmp_search_tree, 117
snmp_trap_dst_enable
msg_out.c, 85
snmp_msg.h, 112
snmp_trap_dst_ip_set
msg_out.c, 85
snmp_msg.h, 112
snmp_trap_header_lengths, 24
snmp_varbind_alloc
msg_in.c, 82
snmp_msg.h, 112
snmp_version
msg_in.c, 83
snmp_msg.h, 113
sswt_cbh, 25
state
netif, 18
status_callback
netif, 19
Sys.c
sys_mbox_fetch, 87
sys_msleep, 87
sys_sem_wait, 87
sys_sem_wait_timeout, 87
sys_timeout, 88
sys_untimeout, 88



sys_mbox_fetch
sys.c, 87
sys_msleep
sys.c, 87
sys_sem_wait
sys.c, 87
sys_sem_wait_timeout
sys.c, 87
sys_timeout
sys.c, 88
Sys_untimeout
sys.c, 88
tep.c
tcp_abort, 90
tcp_active_pcbs, 92
tcp_alloc, 90
tcp_arg, 90
tcp_bind, 90
tcp_bound_pcbs, 93
tcp_close, 90
tcp_connect, 90
tcp_fasttmr, 91
tcp_init, 91
tcp_listen, 91
tcp_listen_pchbs, 93
tcp_new, 91
tcp_next_iss, 91
tcp_pcb_purge, 91
tcp_pcb_remove, 91
tcp_poll, 92
tcp_recved, 92
tcp_seg_free, 92
tcp_segs_free, 92
tcp_setprio, 92
tcp_slowtmr, 92
tcp_tmr, 92
tcp_tw_pcbs, 93
tcp_abort
tcp.c, 90
tcp_active_pchs
tcp.c, 92
tcp_alloc
tcp.c, 90
tcp_arg
tcp.c, 90
tcp_bind
tcp.c, 90
tcp_bound_pcbs
tcp.c, 93
tcp_close
tcp.c, 90
tcp_connect
tcp.c, 90
tcp_enqueue
tcp_out.c, 95
tcp_fasttmr

tcp.c, 91
tcp_in.c
tcp_input, 94
tcp_init
tcp.c, 91
tcp_input
tcp_in.c, 94
tcp_keepalive
tcp_out.c, 96
tcp_listen
tcp.c, 91
tcp_listen_pcbs
tcp.c, 93
tcp_new
tcp.c, 91
tcp_next_iss
tcp.c, 91
tcp_out.c
tcp_enqueue, 95
tcp_keepalive, 96
tcp_output, 96
tcp_rexmit, 96
tcp_rexmit_rto, 96
tcp_rst, 96
tcp_send_ctrl, 96
tcp_write, 97
tcp_output
tcp_out.c, 96
tcp_pcb_purge
tcp.c, 91
tcp_pcb_remove
tcp.c, 91
tcp_poll
tcp.c, 92
tcp_recved
tcp.c, 92
tcp_rexmit
tcp_out.c, 96
tcp_rexmit_rto
tcp_out.c, 96
tcp_rst
tcp_out.c, 96
tcp_seg_free
tcp.c, 92
tcp_segs_free
tcp.c, 92
tcp_send_ctrl
tcp_out.c, 96
tcp_setprio
tcp.c, 92
tcp_slowtmr
tcp.c, 92
tcp_timer_needed
tcpip.c, 38
tcp_tmr
tcp.c, 92

135



tcp_tw_pcbs
tcp.c, 93
tcp_write
tcp_out.c, 97
tcpconntree_root
mib2.c, 77
tcpip.c
tcp_timer_needed, 38
tcpip_apimsg, 38
tcpip_callback, 38
tepip_init, 39
tcpip_netifapi, 39
tcpip_apimsg
tcpip.c, 38
tcpip_callback
tcpip.c, 38
tcpip_init
tepip.c, 39
tcpip_netifapi
tcpip.c, 39
trap_msg
msg_out.c, 85
snmp_msg.h, 113
tree_levels
mib_external_node, 12
ts
netif, 19
udp.c
udp_bind, 98
udp_connect, 99

udp_disconnect, 99

udp_init, 99

udp_input, 99

udp_new, 99

udp_recv, 100

udp_remove, 100

udp_send, 100

udp_sendto, 100
udp_bind

udp.c, 98
udp_connect

udp.c, 99
udp_disconnect

udp.c, 99
udp_init

udp.c, 99
udp_input

udp.c, 99
udp_new

udp.c, 99
udp_recv

udp.c, 100
udp_remove

udp.c, 100
udp_root

mib2.c, 77
udp_send

udp.c, 100
udp_sendto

udp.c, 100

136



